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QUESTION 1

Which statement describes how users create their own (custom) application signatures with the Cisco ASA NGFW?
A. Wait for the Cisco application signatures update.

B. Add multiple applications into a new object, which can be used in policies.

C. Create rules for interesting applications that they care about, and assign an action for that rule.

D. Define applications based on URL, FQDN, user agents, IP addresses, or ports.

Correct Answer: D

QUESTION 2

A security administrator suspects that an internal system has been infected by malware and communicates with an
external server. Which Cisco ASA NGFW license must the administrator have to detect and monitor the unauthorized
command and control network traffic?

A. AVC

B. WSE

C.CWS

D. Botnet traffic

Correct Answer: D

QUESTION 3

On the Cisco ASA, tcp-map can be applied to a traffic class using which MPF CLI configuration command?
A. inspect

B. sysopt connection

C. tcp-options

D. parameters

E. set connection advanced-options

Correct Answer: E

QUESTION 4

Which NGFW component collects user details so that access policies can match traffic based on this information?
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A. directory realms

B. identity policies

C. authentication settings

D. CDA or Active Directory agent

Correct Answer: B

QUESTION 5

Which three methods are the most effective for an NGFW administrator to determine the URL category of a website?
(Choose three.)

A. Select the site from the Web Destinations dashboard.

B. Google it.

C. Enter the URL into the NGFW search field.

D. Select an event with the website as the destination in the event viewer.
E. Submit the URL to https://securityhub.cisco.com.

F. Open a TAC case at http://cisco.com/tac.

G. Search for the site on the components objects screen.

Correct Answer: ADE
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