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QUESTION 1

To which two policy types can an administrator apply a web reputation profile to implement reputation- based
processing? (Choose two.)

A. access policies that permit traffic

B. access policies that deny traffic

C. decryption policies that decrypt potentially malicious traffic

D. universal access policies

E. NAT policies for ASAs that operate in multiple device mode

F. packet capture policies that perform global capture of dropped packets

Correct Answer: AC

QUESTION 2

Which statement about the on-box version of PRSM is true?

A. Cisco ASA NGFW comes preinstalled with a version of PRSM.

B. The on-box PRSM can support up to five NGFW modules.

C. The on-box PRSM license can be applied to the off-box version of PRSM.
D. Cisco ASA NGFW requires an ESXi license to run on-box PRSM.

Correct Answer: A

QUESTION 3

When deploying clientless SSL VPN advanced application access, the administrator needs to collect information about
the end-user system. Which three input parameters of an end-user system are important for the administrator to
identify? (Choose three.)

A. types of applications and application protocols that are supported

B. types of encryption that are supported on the end-user system

C. the local privilege level of the remote user

D. types of wireless security that are applied to the end-user tunnel interface

E. types of operating systems that are supported on the end-user system

F. type of antivirus software that is supported on the end-user system
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Correct Answer: ACE

QUESTION 4

Refer to the exhibit.

Configuration > Firewall > Access Rules
$add - ZEdk [Joelete + & % G B - F=3 Diagram |y Export ~ (9 Clea
# Enabled Source Destina, .. k%f Action v aee o Description
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Which traffic is permitted on the inside interface without any interface ACLs configured?

A. any IP traffic input to the inside interface

B. any IP traffic input to the inside interface destined to any lower security level interfaces
C. only HTTP traffic input to the inside interface

D. only HTTP traffic output from the inside interface

E. No input traffic is permitted on the inside interface.

F. No output traffic is permitted on the inside interface.

Correct Answer: C

QUESTION 5

The "HTTPS decryption" feature is enabled with the default settings and decryption and IPS policies have been applied
to the traffic. Which statement describes what happens when a client connects to a server with an untrusted certificate?

A. The HTTPS traffic is decrypted but not inspected by the IPS.

B. The HTTPS traffic is dropped and is not decrypted or inspected by the IPS.

C. The HTTPS traffic is decrypted, inspected by the IPS, and dropped if a threat is identified.

D. The HTTPS traffic is not decrypted but is inspected by the IPS and dropped if a threat is identified.
E. The HTTPS traffic is forwarded to the client but is not decrypted or inspected.

Correct Answer: B
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