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QUESTION 1

Acme Inc. has engaged a third party vendor to provide 99.999% up-time for their online web presence and had them
contractually agree to this service level agreement. What type of risk tolerance is Acme exhibiting? (choose the BEST
answer):

A. low risk-tolerance

B. high risk-tolerance

C. moderate risk-tolerance

D. medium-high risk-tolerance

Correct Answer: A

QUESTION 2

An organization has defined a set of standard security controls. This organization has also defined the circumstances
and conditions in which they must be applied. What is the NEXT logical step in applying the controls in the
organization?

A. Determine the risk tolerance

B. Perform an asset classification

C. Create an architecture gap analysis

D. Analyze existing controls on systems

Correct Answer: B

QUESTION 3

According to ISO 27001, of the steps for establishing an Information Security Governance program listed below, which
comes first?

A. Identify threats, risks, impacts and vulnerabilities

B. Decide how to manage risk

C. Define the budget of the Information Security Management System
D. Define Information Security Policy

Correct Answer: D

QUESTION 4
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Scenario: An organization has recently appointed a CISO. This is a new role in the organization and it signals the
increasing need to address security consistently at the enterprise level. This new CISO, while confident with skills and
experience, is constantly on the defensive and is unable to advance the IT security centric agenda.

From an Information Security Leadership perspective, which of the following is a MAJOR concern about the CISO\'s
approach to security?

A. Compliance centric agenda

B. IT security centric agenda

C. Lack of risk management process

D. Lack of sponsorship from executive management

Correct Answer: B

QUESTION 5

Which of the following functions evaluates risk present in IT initiatives and/or systems when implementing an
information security program?

A. Risk Management

B. Risk Assessment

C. System Testing

D. Vulnerability Assessment

Correct Answer: B
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