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QUESTION 1

Which of the following represents the best method of ensuring business unit alignment with security program
requirements?

A. Provide clear communication of security requirements throughout the organization
B. Demonstrate executive support with written mandates for security policy adherence
C. Create collaborative risk management approaches within the organization

D. Perform increased audits of security processes and procedures

Correct Answer: C

QUESTION 2
Which of the following is critical in creating a security program aligned with an organization\\'s goals?

A. Ensure security budgets enable technical acquisition and resource allocation based on internal compliance
requirements

B. Develop a culture in which users, managers and IT professionals all make good decisions about information risk
C. Provide clear communication of security program support requirements and audit schedules
D. Create security awareness programs that include clear definition of security program goals and charters

Correct Answer: B

QUESTION 3

Which of the following is the MOST important component of any change management process?
A. Scheduling

B. Back-out procedures

C. Outage planning

D. Management approval

Correct Answer: D

QUESTION 4

Which of the following is of MOST importance when security leaders of an organization are required to align security to
influence the culture of an organization?
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A. Poses a strong technical background

B. Understand all regulations affecting the organization
C. Understand the business goals of the organization
D. Poses a strong auditing background

Correct Answer: C

QUESTION 5

When creating contractual agreements and procurement processes why should security requirements be included?
A. To make sure they are added on after the process is completed

B. To make sure the costs of security is included and understood

C. To make sure the security process aligns with the vendor\\'s security process

D. To make sure the patching process is included with the costs

Correct Answer: B
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