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QUESTION 1
Scenario: An organization has made a decision to address Information Security formally and consistently by adopting
established best practices and industry standards. The organization is a small retail merchant but it is expected to grow

to a global customer base of many millions of customers in just a few years.

Which of the following would be the FIRST step when addressing Information Security formally and consistently in this
organization?

A. Contract a third party to perform a security risk assessment

B. Define formal roles and responsibilities for Internal audit functions
C. Define formal roles and responsibilities for Information Security
D. Create an executive security steering committee

Correct Answer: C

QUESTION 2

Which of the following best summarizes the primary goal of a security program?
A. Provide security reporting to all levels of an organization

B. Create effective security awareness to employees

C. Manage risk within the organization

D. Assure regulatory compliance

Correct Answer: C

QUESTION 3

Scenario: You are the CISO and have just completed your first risk assessment for your organization. You find many
risks with no security controls, and some risks with inadequate controls. You assign work to your staff to create or
adjust

existing security controls to ensure they are adequate for risk mitigation needs.

When formulating the remediation plan, what is a required input?

A. Board of directors

B. Risk assessment

C. Patching history

D. Latest virus definitions file
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Correct Answer: B

QUESTION 4

Which of the following backup sites takes the longest recovery time?
A. Cold site

B. Hot site

C. Warm site

D. Mobile backup site

Correct Answer: A

QUESTION 5

The process of creating a system which divides documents based on their security level to manage access to private
data is known as

A. security coding

B. data security system
C. data classification
D. privacy protection

Correct Answer: C
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