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QUESTION 1

Which of the following should be determined while defining risk management strategies?
A. Organizational objectives and risk tolerance

B. Risk assessment criteria

C. IT architecture complexity

D. Enterprise disaster recovery plans

Correct Answer: A

QUESTION 2

A key cybersecurity feature of a Personal Identification Verification (P1V) Card is:
A. Inability to export the private certificate/key

B. It can double as physical identification at the DMV

C. It has the user\\'s photograph to help ID them

D. It can be used as a secure flash drive

Correct Answer: C

Reference: https://www.securew2.com/blog/piv-personal-identity-verification

QUESTION 3

A recommended method to document the respective roles of groups and individuals for a given process is to:
A. Develop a detailed internal organization chart

B. Develop a telephone call tree for emergency response

C. Develop an isolinear response matrix with cost benefit analysis projections

D. Develop a Responsible, Accountable, Consulted, Informed (RACI) chart

Correct Answer: D

QUESTION 4
Which of the following is a symmetric encryption algorithm?

A. 3DES
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B. MD5
C.ECC
D. RSA

Correct Answer: A

QUESTION 5

The effectiveness of social engineering penetration testing using phishing can be used as a Key Performance Indicator
(KPI) for the effectiveness of an organization\\'s

A. Risk Management Program.

B. Anti-Spam controls.

C. Security Awareness Program.

D. Identity and Access Management Program.

Correct Answer: C
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