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QUESTION 1

The success of the Chief Information Security Officer is MOST dependent upon: 

A. favorable audit findings 

B. following the recommendations of consultants and contractors 

C. development of relationships with organization executives 

D. raising awareness of security issues with end users 

Correct Answer: C 

 

QUESTION 2

Scenario: Most industries require compliance with multiple government regulations and/or industry standards to meet
data protection and privacy mandates. 

When multiple regulations or standards apply to your industry you should set controls to meet the: 

A. Easiest regulation or standard to implement 

B. Stricter regulation or standard 

C. Most complex standard to implement 

D. Recommendations of your Legal Staff 

Correct Answer: C 

 

QUESTION 3

The ultimate goal of an IT security projects is: 

A. Increase stock value 

B. Complete security 

C. Support business requirements 

D. Implement information security policies 

Correct Answer: C 

 

QUESTION 4

The Annualized Loss Expectancy (Before) minus Annualized Loss Expectancy (After) minus Annual Safeguard Cost is
the formula for determining: 
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A. Safeguard Value 

B. Cost Benefit Analysis 

C. Single Loss Expectancy 

D. Life Cycle Loss Expectancy 

Correct Answer: B 

 

QUESTION 5

Your incident response plan should include which of the following? 

A. Procedures for litigation 

B. Procedures for reclamation 

C. Procedures for classification 

D. Procedures for charge-back 

Correct Answer: C 
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