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QUESTION 1

When analyzing and forecasting a capital expense budget what are not included? 

A. Network connectivity costs 

B. New datacenter to operate from 

C. Upgrade of mainframe 

D. Purchase of new mobile devices to improve operations 

Correct Answer: A 

 

QUESTION 2

What is the SECOND step to creating a risk management methodology according to the National Institute of Standards
and Technology (NIST) SP 800-30 standard? 

A. Determine appetite 

B. Evaluate risk avoidance criteria 

C. Perform a risk assessment 

D. Mitigate risk 

Correct Answer: D 

 

QUESTION 3

A business unit within your organization intends to deploy a new technology in a manner that places it in violation of
existing information security standards. What immediate action should the information security manager take? 

A. Enforce the existing security standards and do not allow the deployment of the new technology. 

B. Amend the standard to permit the deployment. 

C. If the risks associated with that technology are not already identified, perform a risk analysis to quantify the risk, and
allow the business unit to proceed based on the identified risk level. 

D. Permit a 90-day window to see if an issue occurs and then amend the standard if there are no issues. 

Correct Answer: C 

 

QUESTION 4

An access point (AP) is discovered using Wireless Equivalent Protocol (WEP). The ciphertext sent by the AP is
encrypted with the same key and cipher used by its stations. What authentication method is being used? 
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A. Shared key 

B. Asynchronous 

C. Open 

D. None 

Correct Answer: A 

 

QUESTION 5

When choosing a risk mitigation method what is the MOST important factor? 

A. Approval from the board of directors 

B. Cost of the mitigation is less than the risk 

C. Metrics of mitigation method success 

D. Mitigation method complies with PCI regulations 

Correct Answer: B 
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