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QUESTION 1

Refer to the exhibit.

17:39:48. 549310 40:6c:8F:10:11:12 > FF:fF T:ff: 7, #RP, length 42: Ethernet (len &), IPv4 (len 47,
request who-has 10.10.10.20 (ff:ff:fF:ff: ﬁ‘: FF? tell 19,. 0.10.10, Tength 28

17:30:48. 549571 3¢:97:00:20:21422 > 40:6c:8F:10:11: l‘_;-ARF'. Tength 60: Ethernet (len &), IPs4 (len 43, Reply
10.10,10.20 js-at 3c:97:08:20:21:22, length 46

Based on the tcpdump capture, which three statements are true? (Choose three.)
A. Host 10.10.10.20 is requesting the MAC address of host 10.10.10.10 using ARP.
B. Host 10.10.10.10 is requesting the MAC address of host 10.10.10.20.

C. The ARP request is unicast.

D. The ARP response is unicast.

E. The ARP request is broadcast.

F. Host 10.10.10.20 is using the MAC address of ffff.ffff.ffff.

Correct Answer: BDE

QUESTION 2

Which two statements about the IPv4 TTL field are true? (Choose two.)

A. If the TTL is 0, the datagram is automatically retransmitted.

B. Each router that forwards an IP datagram reduces the TTL value by one.
C. Itis used to limit the lifetime of an IP datagram on the Internet.

D. Itis used to track IP datagrams on the Internet.

Correct Answer: BC

QUESTION 3

Which two types of data are relevant to investigating network security issues? (Choose two.)
A. NetFlow

B. device model numbers

C. syslog

D. routing tables
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E. private IP addresses

Correct Answer: AC

QUESTION 4

If a company has a strict policy to limit potential confidential information leakage, which three alerts would be of
concern? (Choose three.)

A. P2P activity detected

B. Skype activity detected

C. YouTube viewing activity detected
D. Pastebin activity detected

E. Hulu activity detected

Correct Answer. ABD

QUESTION 5

Which source should be used to recommend preventative measures against security vulnerabilities regardless of
operating system or platform?

A. Microsoft security bulletins

B. Cisco PSIRT notices

C. Common Vulnerabilities and Exposure website
D. Mozilla Foundation security advisories

E. zero-day attack wiki

Correct Answer: C
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