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QUESTION 1

In a network security policy, which procedure should be documented ahead of time to speed the communication of a
network attack? 

A. restoration plans for compromised systems 

B. credentials for packet capture devices 

C. Internet service provider contact information 

D. risk analysis tool credentials 

E. a method of communication and who to contact 

Correct Answer: E 

 

QUESTION 2

Refer to the exhibit. 

Based on the traffic captured in the tcpdump, what is occurring? 

A. The device is powered down and is not on the network. 

B. The device is reachable and a TCP connection was established on port 23. 

C. The device is up but is not responding on port 23. 

D. The device is up but is not responding on port 51305. 

E. The resend flag is requesting the connection again. 

Correct Answer: C 

 

QUESTION 3

What is the purpose of the TCP SYN flag? 

A. to sequence each byte of data in a TCP connection 

B. to synchronize the initial sequence number contained in the Sequence Number header field with the other end of the
connection 

C. to acknowledge outstanding data relative to the byte count contained in the Sequence Number header field 
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D. to sequence each byte of data in a TCP connection relative to the byte count contained in the Sequence Number
header field 

Correct Answer: B 

 

QUESTION 4

Which event is actionable? 

A. SSH login failed 

B. Telnet login failed 

C. traffic flow started 

D. reverse shell detected 

Correct Answer: D 

 

QUESTION 5

A server administrator tells you that the server network is potentially under attack. Which piece of information is critical
to begin your network investigation? 

A. cabinet location of the servers 

B. administrator password for the servers 

C. OS that is used on the servers 

D. IP addresses/subnets used for the servers 

Correct Answer: D 
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