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QUESTION 1

If a company has a strict policy to limit potential confidential information leakage, which three alerts would be of
concern? (Choose three.) 

A. P2P activity detected 

B. Skype activity detected 

C. YouTube viewing activity detected 

D. Pastebin activity detected 

E. Hulu activity detected 

Correct Answer: ABD 

 

QUESTION 2

The IHL is a 4-bit field containing what measurement? 

A. the number of 32-bit words in the IP header 

B. the size of the IP header, in bytes 

C. the size of the entire IP datagram, in bytes 

D. the number of bytes in the IP header 

E. the number of 32-bit words in the entire IP datagram 

Correct Answer: A 

 

QUESTION 3

After an attack has occurred, which two options should be collected to help remediate the problem? (Choose two.) 

A. packet captures 

B. NAT translation table 

C. syslogs from affected devices 

D. connection table information 

E. NetFlow data 

Correct Answer: CE 
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QUESTION 4

Given a Linux machine running only an SSH server, which chain of alarms would be most concerning? 

A. brute force login attempt from outside of the network, followed by an internal network scan 

B. root login attempt followed by brute force login attempt 

C. Microsoft RPC attack against the server 

D. multiple rapid login attempts 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 

Based on the traffic captured in the tcpdump, what is occurring? 

A. The device is powered down and is not on the network. 

B. The device is reachable and a TCP connection was established on port 23. 

C. The device is up but is not responding on port 23. 

D. The device is up but is not responding on port 51305. 

E. The resend flag is requesting the connection again. 

Correct Answer: C 
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