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QUESTION 1

What is the purpose of the TCP SYN flag? 

A. to sequence each byte of data in a TCP connection 

B. to synchronize the initial sequence number contained in the Sequence Number header field with the other end of the
connection 

C. to acknowledge outstanding data relative to the byte count contained in the Sequence Number header field 

D. to sequence each byte of data in a TCP connection relative to the byte count contained in the Sequence Number
header field 

Correct Answer: B 

 

QUESTION 2

Which step should be taken first when a server on a network is compromised? 

A. Refer to the company security policy. 

B. Email all server administrators. 

C. Determine which server has been compromised. 

D. Find the serial number of the server. 

Correct Answer: A 

 

QUESTION 3

Which network management protocol relies on multiple connections between a managed device and the management
station where such connections can be independently initiated by either side? 

A. SSH 

B. SNMP 

C. Telnet 

D. NetFlow 

Correct Answer: B 

 

QUESTION 4

Which attack exploits incorrect boundary checking in network software? 
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A. Slowloris 

B. buffer overflow 

C. man-in-the-middle 

D. Smurf 

Correct Answer: B 

 

QUESTION 5

Which protocol is typically considered critical for LAN operation? 

A. BGP 

B. ARP 

C. SMTP 

D. GRE 

Correct Answer: B 
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