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QUESTION 1

Charles is a network administrator for his company. He has configured Cisco ASA security appliance for SSL VPNs.
What will happen when the remote user has successfully authenticated according to the following exhibit? 

A. The Cisco ASA security appliance will open the clientless SSL VPN portal if no Cisco AnyConnect VPN Client is
installed on the remote system. 

B. The Cisco ASA security appliance will push the Cisco AnyConnect VPN Client down to the remote system, install the
client, and ask the user to authenticate again. 

C. The Cisco ASA security appliance will wait indefinitely for the user to select clientless SSL VPN portal or an SSL VPN
client to use for the SSL VPN connection. 

D. The Cisco ASA security appliance will push the Cisco AnyConnect VPN Client down to the remote system, install the
client, and use it to complete the SSL VPN connection. 

Correct Answer: D 

 

QUESTION 2

Reverse route injection (RRI) is the ability for static routes to be automatically inserted into the routing process for those
networks and hosts protected by a remote tunnel endpoint. These protected hosts and networks are known as remote
proxy identities. Study the following exhibit carefully. What does Reverse Route Injection enable in this configuration? 
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A. The Cisco ASA security appliance will advertise its default routes to the distant end of the site- to-site VPN tunnel. 

B. The Cisco ASA security appliance will advertise routes that are at the distant end of the site-to- site VPN tunnel. 

C. The Cisco ASA security appliance will advertise routes that are on its side of the site-to-site VPN tunnel to the distant
end of the site-to-site VPN tunnel. 

D. The Cisco ASA security appliance will advertise routes from the dynamic routing protocol that is running on the Cisco
ASA security appliance to the distant end of the site-to-site VPN tunnel. 

Correct Answer: B 

 

QUESTION 3

Internet Protocol Security (IPsec) is a suite of protocols for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a data stream. With Cisco ASA Adaptive Security Appliance Software
Version 7.x and later, which IPsec standard is not supported on the Cisco ASA security appliance? 

A. AH 

B. ESP 

C. MD5 

D. DES 
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E. SHA-1 

F. AES 

Correct Answer: A 

 

QUESTION 4

In the default global policy, which three traffic types are inspected by default? (Choose three.) 

A. TFTP 

B. FTP 

C. ESMTP 

D. ICMP 

Correct Answer: ABC 

 

QUESTION 5

What are the three main components of Cisco Modular Policy Framework? (Choose three.) 

A. Security policy 

B. Policy map 

C. Security map 

D. Route map 

E. Class map 

F. Interface map 

G. Traffic policy 

H. Service policy 

Correct Answer: BEH 
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