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QUESTION 1

You are the administrator of a Cisco ASA security appliance. Your management has asked you to configure the Cisco
ASA security appliance, using Modular Policy Framework to block executables with the .exe file extension from being

downloaded.

Which regular expression must you create to match the .exe file extension?
A. *\[Ee][XX][Ee.

B. .*.[Ee][XX][Ee]

C. .+\[Ee][XX][E€]

D. *.exe

E. +.exe

F. .+.[Ee][XX][Ee]

Correct Answer: C

QUESTION 2

Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco 10S software QoS CLI. Which three Cisco Modular Policy Framework features are bidirectional?
(Choose three.)

A. AIP policy

B. QoS input policing

C. CSC policy

D. QoS priority queue

E. Application inspection

F. QoS output policing

Correct Answer: ACE

QUESTION 3

Which three encapsulation types will be supported by the Cisco ASA security appliance for IPsec NAT transparency?
(Choose three.)

A. NAT-T

B. IPsec over TCP
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C. IPsec over UDP
D. IPsec over PPTP
E. L2TP over IPsec
F. IPsec over GRE

Correct Answer: ABC

QUESTION 4

Annie is a network administrator of her company. She is responsible for a Cisco ASA security appliance. Using a valid
identity certificate from her certificate authority, she has created the necessary configuration for remote-access VPN
tunnels by use of the IPsec VPN Wizard. When she tests the remote-access VPN, the VPN tunnel does not come up. If
the remote-access VPN configuration created by the wizard is correct and valid certificates are being used by the Cisco
ASA security appliance and Cisco VPN Client, which corrective action should be configured or corrected for the VPN
tunnel to come up properly?

A. The IKE phase two configuration is not part of the IPsec VPN Wizard configuration and must be configured.

B. NAT-Transparency configuration is not part of thelPsec VPN Wizard configuration and must be configured.

C. The IKE phase one configuration is not part of the IPsec VPN Wizard configuration and must be configured.

D. The mapping of digital certificates to connection profile is not part of the IPsec VPN Wizard configuration and must be
configured.

E. The crypto ACL configuration is not part of the IPsec VPN Wizard configuration and must be configured.

Correct Answer: D

QUESTION 5

Observe the exhibit carefully. You are asked to review the configuration of the clientless SSL VPN connection profile,
which was created by a junior administrator. Which authentication method is configured in the clientless profile?

& Edit SSL ¥PN Connection Profile: elientssi i : _5
=) Audvanced : 1 -
General Iagoee; bb!:’
Chere Addressing
Authentication " Anenceaion N
At heaization iethod: e ™ Certficate & Both
Accounting
551 VPN AAA Server Group: ‘Qﬁrxu |, wenaqe
[5 Ul O S erea s TAlS

A. The Cisco ASA security appliance requires AAA authenticate to the external AAA server LOCAL if the remote user
does not have an identity certificate for authentication.

B. The Cisco ASA security appliance requires a username and password if the remote user does not have an identity
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certificate for authentication.

C. The Cisco ASA security appliance accepts an identity certificate or a username and password for authentication of
remote users, but not both.

D. The Cisco ASA security appliance requires both an identity certificate and username and password for authentication
of remote users.

Correct Answer: D
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