.—4& VCE & PDF https://www.pass4lead.com/642-648.html
j 2022 Latest passélead 642-648 PDF and VCE dumps Download
Pass4lLead.com

642-64895AS

Deploying Cisco ASA VPN Solutions (VPN v2.0)

Pass Cisco 642-648 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/642-648.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Cisco
Official Exam Center

After Purchase

Guarantee

Free Update SKTISFACTION GUARANTEEp
Satisfied Customers

Q00O

Latest 642-648 Dumps | 642-648 VCE Dumps | 642-648 Study Guide 1/7


https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html

- VCE & PDF https://lwww.pass4lead.com/642-648.html
2022 Latest pass4lead 642-648 PDF and VCE dumps Download

TE

Passd4lLead.com

QUESTION 1

Refer to the exhibit.

_ Configuration > Remote Access ¥YPN = AAALocal Users > Local Users

Create entries in the ASA local user database,

Command aukharization must be enabled in order For the user accounk privilegesoﬁenfnrced. To enable command authorizakion, go ko
Authorization,

L

command go to Authentication,

AAA authentication console commands must be enabled in order For ce@access reskrictions to be enforced. To enable AAA authentication

N
| sername Privilege Level (Role) Acress Res&ﬁ VPN Group Palicy WPM Group Lock
W —Inheri: Group Polic..
manager1 2 Mo ASDMICLI managernment -- Inherit Group Polic. .. |
conkrackar 15 Full -- Inherit Group Policy -- -- Inherit Group Palic,
!cnntracturl z Mo ASDMICLT new_hire -- Inherit Group Polic...

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions a
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D

QUESTION 2

Refer to the exhibit.

Latest 642-648 Dumps | 642-648 VCE Dumps | 642-648 Study Guide

re



https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html

e VCE & PDF https://www.pass4lead.com/642-648.html
2022 Latest pass4lead 642-648 PDF and VCE dumps Download

LA 4

Passd4lLead.com

AZSALEZ0# show vpn-session anyconnect

U=ernames : engineerl Index : 7B
Azzigned IP : 10.0.4.80 Pub:lic IP : L2 .Ph. 26015
Protocol : Clientless 33L-Tunnel Dﬁ—Tunnel

License : AnyConnect Premium O

Encrypticon : RC4 AES1ZS8 b‘ Hashing : BHAL

Bvtez TxH : B3506 Q‘b Bvtesz EREx : 17E1le
Group Policy @ engineering % Tunnel Group : contractor
Login Time  : 11:35:57 UTC g,&x I3l 2031

Duraticon : Oh:0lm:52s5 of0F

Inactivity : Oh:00m: IIII:ISQ

NAC EREesult : Unknown

VLAN Mapping : Static VLAN : 108

A NOC engineer needs to tune some prelogin parameters on an SSL VPN tunnel.

From the information that is shown, where should the engineer navigate to find the prelogin session attributes?
A. "engineering" Group Policy

B. "contractor" Connection Profile

C. "engineerl" AAA/Local Users

D. DfltGrpPolicy Group Policy

Correct Answer: B

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/
guide/acO5hostscanposture.html#wp1039696

QUESTION 3

Refer to the exhibit.

Latest 642-648 Dumps | 642-648 VCE Dumps | 642-648 Study Guide 3/7


https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html
https://www.pass4lead.com/642-648.html

v—4&. VCE & PDF https://www.pass4lead.com/642-648.html
2022 Latest pass4lead 642-648 PDF and VCE dumps Download
Pass4lLead.com

sel-chientlzss, ssl-client
IEIW';-‘E& Internal sel-chient|ess, ssl-client - P -
TArANENEnE Internal sal-chent , kev2
enginesring Interrial  ssl-chent,ikev2
|DikGrpPolicy (System Default) ssl-clientlass, kv ] kevz

ﬁ' (Edit User Account—tontractorl

Group Polcy: ] inherit
Tunnelng Protocols: Irherit

IPv4 Fiter: 3 ::D
IFvh Fiter:
Connettion Profile (Tunnel Group) [contractor v
Store Password on Chent System ' Mo
Cmu-ctbn Settings 9
o Irherit Please emeryour usemame and password
Inherit
[ GROUP new_hire
USERNAME: ¢ anhan:turi
De-cica:dwnddrm{w:maﬂ ; PASSWORD: |““' —
IP Addiess: 10.0.4.120 | Subnet Mask: (255, -
|
| %

When an SSL VPN user, contractorl, enters https://192.168.4.2 (the outside address of the Cisco ASA appliance) into
the browser, an SSL VPN Login screen appears.

In addition to the information that is contained in the Cisco ASDM configuration screens, what can an administrator
determine about the state of the connection after the user clicks the Login button?

A. The user login will succeed, and an IP address of 10.0.4.120 will be assigned.

B. The user will be presented with a clientless VPN portal page.

C. The user login will succeed, but the user will be connected to the "contractor" tunnel group.
D. The login will fail.

Correct Answer: D
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QUESTION 4

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IPsec policy
parameters. Where is the correct place to tune the IPsec policy parameters in Cisco ASDM?

A. IPsec user profile
B. Crypto Map

C. Group Policy

D. IPsec Policy

E. IKE Policy

Correct Answer: B

QUESTION 5

Refer to the exhibit.

UserPassword= EnableBackup=0

enc_L! sra_.-rF’asswnrd: 1443AEQ95748224AE . BackupServer=
Description= A EnableMSLogon=1
Host=102.168.4.2 s SLogonType=0
AuthType=1 _ B nableMat = 1
GroupMame=outside O Tunnelinghode = 0
GroupPwd= O  TCPTunnelingPort = 10000
enc_GmupF’wd:14¢3AE995T43224~AF?RHF&"& CertStore =
EnablelSPConnect=0 " CertName=
ISPConnectType=0 h CertPath=
ISPConnect=BluetoothCannetcion 99 CertSubjectName=
ISPCommand= Q‘b CertSerialH ash=000000000000
Username=vpnuser SendCertChain=0
SavelUserPassword=1 e C PeerTimeout=90
NTDomain= EnableLocallLAN=0

A network administrator is duplicating a VPN client profile to send out to all members of the finance group. Three
parameters might have been configured incorrectly. For each three letters, choose the correct answer. (Choose three.)

A. A-Remote Client IP Address

B. A-ASA Outside Interface IP Address

C. B-Pre-Shared Keys Authentication Type
D. B-Digital Certificate Authentication Type

E. C-Save Password enabled
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F. C-Save Password disabled
Correct Answer: BCE

http:/iwww.cisco.com/en/US/docs/security/vpn_client/cisco_vpn_client/vpn_client500_501/administratio
n/5vcAch5.html#wpmkr1201344

Host= Remote server Irternet hostname, orlP address in dotted Connection Entry =
address dzcimal notation. MNewModify

The hostname or 1P | Maximum 255 alphanameric characters.
address of the Cisco
remrote access

server (a YPH central

-site device) to which
remrote users
connect.

2uthTypa= Authentication type Tne authenticatio Up&user: Connection Entry =
Fora description of | 1= Pre-shared ault) Eet"‘:m?d'ff_ *
authentication and | 3= Digital Cegi using an RSA signature. S

authentication types, | 5= Mutual ication (see note below)
see the VPN Client

user guides for the V
plafform you are u

using.
SavellserPassword Detarmines wh = {default) do not allow user to save password | Does not apaearin
or notthe irfarmation locally. G
passwar 1=allow userto save password lacally.
encrypted vergion

arevalid in the
profile.

This value is pushed
down from the VPN
central-site device.
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