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QUESTION 1

On a newly configured wireless network intercontroller communication is failing. Which two ports should be verified as
open? (Choose two.) 

A. IP Protocol 97 

B. UDP port 16666 

C. TCP port 443 

D. UDP port 161 

E. UDP port 162 

F. TCP port 80 

Correct Answer: AB 

 

QUESTION 2

Which statement correctly describes a wireless client connection to the Cisco WLC v7.0 that is configured for web guest
access? 

A. The client associates to the anchor controller and authenticates to the anchor controller. 

B. The client associates to the anchor controller and authenticates to the foreign controller. 

C. The client associates to the foreign controller and authenticates to the anchor controller. 

D. The client associates to the foreign controller and authenticates to the foreign controller. 

Correct Answer: C 

 

QUESTION 3

MFP is enabled globally on a WLAN with default settings on a single controller wireless network. Older client devices
are disconnected from the network during a deauthentication attack. What is the cause of this issue? 

A. The client devices do not support CCXv5. 

B. The client devices do not support WPA. 

C. The NTP server is not configured on the controller. 

D. The MFP on the WLAN is set to optional. 

Correct Answer: A 
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QUESTION 4

Which answer best describes the implementation of IBN using the Cisco WLC v7.0 and Cisco Secure ACS v4.2? 

A. Configure the ACS for AAA override and attributes. Configure the WLC for RADIUS server. 

B. Configure the ACS for AAA override and attributes. Configure the WLC for RADIUS server and attributes. 

C. Configure the ACS for attributes. Configure the WLC for RADIUS server and AAA override. 

D. Configure the ACS for attributes. Configure the WLC for RADIUS server, AAA override, and attributes. 

Correct Answer: D 

 

QUESTION 5

A client is failing EAP authentication and a debug shows that the server is sending an Access-Reject message. Which
action must you take to resolve authentication? 

A. Verify that the Validate server certificate on the client is disabled. 

B. Verify that the client certificates are from the proper CA and server certificate. 

C. Verify that the client server certificate has the proper Windows OIDs. 

D. Verify that the user is using the same password that is on the server. 

E. Verify that the user account is the same in the client certificate. 

Correct Answer: D 
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