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QUESTION 1

An engineer has configured a Cisco NAC for wireless OOB virtual gateway mode. Which three steps are part of the
authentication flow process? (Choose three.)

A. The Cisco CAS assigns an IP address from the access VLAN.

B. The Cisco CAS bridges the client from its untrusted interface to its trusted interface.

C. The Cisco WLC switches the client IP address from quarantine VLAN to the access VLAN.
D. The Cisco NAC Appliance performs posture assessment and remediation.

E. The Cisco CAS forwards packets arriving on quarantine VLAN and forwards them out the access VLAN by swapping
VLAN tag information.

F. The mapping rule on the Cisco NAC forward the packets on the access VLAN

Correct Answer: ACD

QUESTION 2

The controller is reporting an IDS signature \\'deauth flood\\' attack and it has been determined that the default settings
are too sensitive for the environment. What signature details should be adjusted to only trigger the alert on a certain
amount of client packets within a certain period of time?

A. Measurement Interval and Quiet Time

B. Signature Frequency and Signature MAC Frequency

C. Measurement Interval and Signature MAC Frequency

D. Quiet Time and Signature Frequency

Correct Answer: C

QUESTION 3

Refer to the exhibit.
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Viewing the Controller > Interfaces configuration screen, which statement about the nac- vlan interface configuration is
true?

A. Wireless client traffic that is outbound on VLAN 176 will be switched to the trusted interface on the Cisco NAC
Appliance Server.

B. Wireless client traffic that is outbound on VLAN 175 will be switched to the trusted interface on the Cisco NAC
Appliance Server.

C. 10.10.175.1 is the IP address of the trusted interface on the Cisco NAC Appliance Server.
D. 10.10.175.1 is the IP address of the untrusted interface on the Cisco NAC Appliance Server.
E. VLAN 175 is the access VLAN.

F. VLAN 176 traffic from the client will bypass the Cisco NAC Appliance Server.

Correct Answer: E

QUESTION 4

An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which option must be
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enabled to ensure that client devices can connect to the wireless, even when WLC cannot communicate with the
RADIUS?

A. local EAP

B. Cisco Centralized Key Management
C. authentication caching

D. pre-authentication

Correct Answer: A

QUESTION 5

An engineer is changing the encryption method of a wireless network from PEAP-MS- CHAP V2 to EAP-TLS. Which
two changes are necessary? (Choose two.)

A. The authentication server requires a new certificate.

B. All authentication clients require their own certificates.
C. The users require the Cisco AnyConnect client.

D. A new certificate is required for each authenticated user.
E. A Cisco NAC server is required.

F. Cisco Secure ACS is required.

Correct Answer:. AB
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