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QUESTION 1

Which three security features can be gained by installing a Cisco NAC Appliance into the network? (Choose three.)
A. in-band or out-of-band deployment options

B. intrusion detection

C. bandwidth and traffic filtering controls

D. posture assessment

E. accurate identification, classification, and stopping of malicious traffic

F. detection and containment of rogue clients

Correct Answer: ACD

QUESTION 2
Which statement about the Cisco NAC Guest Server that is deployed in wireless guest access implementations is true?
A. The Cisco NAC Guest Server integrates with the Cisco WCS through the RADIUS protocol.

B. The Cisco NAC Guest Server can be used in place of Cisco WCS Lobby Ambassador functionality for guest
provisioning and reporting. The Cisco WCS is still needed for WLAN management.

C. The Cisco WLC acts as the guest accounts provisioning portal, and the Cisco NAC Guest Server acts as the captive
portal capturing web requests from preassigned "guest ports" and requesting authentication.

D. Guest accounts on the Cisco NAC Guest Server can be created using the Cisco WCS Lobby Ambassador feature.

Correct Answer: B

QUESTION 3

Refer to the exhibit.
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What does this Cisco Secure ACS v4.2 log indicate?

A. The WLC is not configured as a client in the Cisco Secure ACS.

B. The WLC is not configured as a server in the Cisco Secure ACS.

C. Incorrect authentication exists between the WLC and Cisco Secure ACS.

D. The wireless client is not configured as a client in the Cisco Secure ACS.

E. Incorrect authentication exists between the wireless client and Cisco Secure ACS.

Correct Answer: C

QUESTION 4

An engineer is deploying a Cisco NAC appliance in a highly routed environment and requires it to act as a DHCP server.
What deployment model should be used?

A. Layer 3 Virtual Gateway OOB Real-IP Gateway
B. Layer 2 Virtual Gateway

C. Layer 2 Real IP

D. Layer 3 Real IP

Correct Answer: A

QUESTION 5

DRAG DROP
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The Cisco WLC v7.0 lists sy=slog levels in alphabetical order in the appropriate drop-down menu configuration. However, this is not reflective of the correct syslog severity level
that affects the output of messages. Drag the name on the left to the appropriate severity level on the right.
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