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LA 4

QUESTION 1

A user is connecting to the network with a wireless client using Cisco NAC. What three steps occur as part of a SSO
VPN authentication process? (Choose three.)

A. The client performs an 802.1X EAP authentication through the WLC to the Cisco Secure ACS.
B. The client is redirected to the Cisco CAS and is presented with a web login page.

C. The client is transferred to the quarantine VLAN and verified by the Cisco CAS.

D. The WLC forwards a RADIUS accounting start record to the Cisco CAM.

E. The Cisco CAS queries the Cisco CAM to verify the user is on the list of online users.

F. The Cisco CAM sends an SNMP update to the controller about the client state.

Correct Answer: ADE

QUESTION 2

An engineer has narrowed down an authentication issue to the client laptop. What three items should be verified for
EAP-TLS authentication? (Choose three.)

A. The user account is the same in the certificate.

B. The Subject Key Identifier is configured correctly.

C. The client certificate is formatted as X.509 version 3.
D. Validate server certificate is disabled.

E. The supplicant is configured correctly.

F. The client certificate has a valid expiration date.

Correct Answer: ACE

QUESTION 3

An engineer needs to use the secure X.509 standard for wireless authentication. What EAP method would be used?
A. SSL

B. TLS

C. SIMIME

D. IKE

Correct Answer: B
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QUESTION 4

A WLAN is configured for AAA override. Valid user authentications are failing due to a custom ACL. What are two
reasons the authentication could fail? (Choose two.)

A. The ACL returned does not exist on the WLC.

B. The name of the ACL on the WLC is not spelled correctly.

C. The interface referred to in the returned ACL does not exist on the WLC.

D. The ACL returned to the WLC prevents the end user device from receiving a DHCP address.
E. The ACL name attribute has not been configured on the Cisco Secure ACS

Correct Answer: AB

QUESTION 5

On a newly configured wireless network intercontroller communication is failing. Which two ports should be verified as
open? (Choose two.)

A. IP Protocol 97
B. UDP port 16666
C. TCP port 443
D. UDP port 161
E. UDP port 162
F. TCP port 80

Correct Answer: AB
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