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QUESTION 1

Which three of the items listed are required configuration parameters for the WLC to enable NAC out-of-band single
sign-on when implementing NAC appliances? (Choose three.) 

A. EAP authentication 

B. web authentication 

C. SNMP 

D. RADIUS accounting 

E. WLAN > SNMP NAC enabled 

F. WLAN > RADIUS NAC enabled 

Correct Answer: CDE 

 

QUESTION 2

Which two options are supported when deploying wireless NAC out-of-band implementations? (Choose two.) 

A. Cisco NAS in virtual gateway mode 

B. WLANs with allow AAA override enabled 

C. Cisco NAC Guest Server integration with the Cisco NAM 

D. dynamic VLAN mappings on the Cisco NAS, which is based on the returned RADIUS attributes from the Cisco
Secure ACS 

E. autonomous APs 

Correct Answer: AC 

 

QUESTION 3

Which protocol port needs open access for the Cisco WLC v7.0 using an external AAA server for checking
administrative privileges for menu access? 

A. UDP 1812 

B. UDP 1813 

C. UDP 1645 

D. UDP 1646 

E. TCP 49 
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F. TCP 443 

Correct Answer: E 

 

QUESTION 4

Which two situations permit the Cisco WCS v7.0 to successfully trace a rogue to a switch port? (Choose two.) 

A. The rogue is broadcasting an infrastructure SSID. 

B. The rogue has a client that is associated. 

C. The wired MAC address of the rogue is equal to or +1/-1 of the wireless MAC address of the rogue. 

D. The rogue is on the same switch as a CAPWAP AP. 

E. The rogue has been identified using RLDP. 

Correct Answer: BC 

 

QUESTION 5

Refer to the exhibit. 

Why is the client failing to authenticate with the AAA server? 

A. excessive number of authentication attempts for username 

B. incorrect read/write credentials for username 
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C. incorrect IP address being sent by client 

D. incorrect authentication for username 

Correct Answer: D 
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