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QUESTION 1

Select and Place:

Crag the IPvE tunneling mechanisms an the leftto match the correct manual or automatic tunneling catagory on the fight.
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Correct Answer:

Cirag the IPvE tunneling mechanisms an the leftto match the correct manual or automatic tunneling catagory on the <ight.
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QUESTION 2

Refer to the exhibit.
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interface GigabitEthernet 0/0/0/0

ipvd address 10.6.1.1 255.255.255.252
interface laopback 0

ipvd address 10.0.1.1 2p§"% 255,255,255
router msdp SI

peer 10.0.1.2 e>

4

&
Router B: W

interface Gigabi hernet 0/0/0/0

ipvd addres 91%:11.2 255 255 ., 255,252
interface J.Q:apbacl-: 0

ipvd address 10.0.1.2 255,255 255 255
router msdp

peer 10.0.1.1

Router A and Router B are connected via GigabitEthernet interfaces, but they are unable to form an MSDP
neighborship. Which two components must be addressed when fixing the MSDP peering issue? (Choose two.)

A. An msdp default peer is configured on both routers.

B. A BGP process on each router is present so that MSDP can peer and carry updates.
C. The router interfaces are PIM-enabled to transport MSDP updates.

D. The connect-source attribute is configured with a host route under the MSDP process.
E. The MSDP peering on both routers specifies an origin ID so that it can peer.

F. The router A loopback interface configures the correct subnet mask.

Correct Answer: DF

QUESTION 3

R1 is designated as the PIM RP within the SP core. Which two configuration parameters must be used to enable and
activate R1 as the BSR and RP for the core environment? (Choose two.)

A. ip pim send-rp-announce loopback0 scope 16
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B. ip pim bsr-candidate loopback0

C. ip pim send-rp-discovery loopbackO scope 16

D. ip pim rp-candidate loopbackO

E. ip pim send-RP-announce loopback0 scope 16 group-list 1

Correct Answer: BD

QUESTION 4

Refer to the topology diagram shown in the exhibit and the partial configurations shown below.

Attacker

‘__"? 20%.165.201 144128
EON Q tat fc r

ozg-family ipwd wmicast
192 . 0.2.1/32 nullo
1

'other ontputs omitted

200.165.202.128/28 |

Once the attack from 209.165.201.144/28 to 209.165.202.128/28 has been detected, which additional configurations are
required on the P1 IOS-XR router to implement source-based remote-triggered black hole filtering?

I router bgp 123 address-family ipv4 unicast redistribute static route-policy test !

A. router static address-family ipv4 unicast 209.165.202.128/28 null0 tag 666 192.0.2.1/32 null0 tag 667 ! route-policy
test if tag is 666 then set next-hop 192.0.2.1 endif if tag is 667 then set community (no-export) endif end-policy !

B. router static address-family ipv4 unicast 209.165.201.144/28 null0 tag 666 192.0.2.1/32 nullO tag 667 ! route-policy
test if tag is 666 then set next-hop 192.0.2.1 endif if tag is 667 then set community (no-export) endif end-policy !

C. router static address-family ipv4 unicast 209.165.201.144/28 nullO tag 666 192.0.2.1/32 nullO ! route-policy test if tag
is 666 then set next-hop 192.0.2.1 set community (no-export) endif end-policy

D. router static address-family ipv4 unicast 209.165.202.128/28 null0 tag 666 192.0.2.1/32 nullO ! route-policy test if tag
is 666 then set next-hop 192.0.2.1 set community (no-export) endif end-policy !

Correct Answer: C
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: Source-Based RTBH Filtering With destination-based black holing, all traffic to a specific destination is dropped after
the black hole has been activated, regardless of where it is coming from. Obviously, this could include legitimate traffic
destined for the target. Source-based black holes provide the ability to drop traffic at the network edge based on a
specific source address or range of source addresses. If the source address (or range of addresses) of the attack can
be identified (spoofed or not), it would be better to drop all traffic at the edge based on the source address, regardless of
the destination address. This would permit legitimate traffic from other sources to reach the target. Implementation of
source-based black hole filtering depends on Unicast Reverse Path Forwarding (URPF), most often loose mode uRPF.
Loose mode uRPF checks the packet and forwards it if there is a route entry for the source IP of the incoming packet in
the router forwarding information base (FIB). If the router does not have an FIB entry for the source IP address, or if the
entry points to a null interface, the Reverse Path Forwarding (RPF) check fails and the packet is dropped, as shown in
Figure 2. Because URPF validates a source IP address against its FIB entry, dropping traffic from specific source
addresses is accomplished by configuring loose mode uRPF on the external interface and ensuring the RPF check fails
by inserting a route to the source with a next hop of Null0. This can be done by using a trigger device to send IBGP
updates. These updates set the next hop for the source IP to an unused IP address that has a static entry at the edge,
setting it to null as shown in Figure 2.

Figure 2. Source-Based Black Hole Filtering

i ; ; Trigger
| User ' ] Routar

Target
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uRPF at Edges | r o

T
Infrastructure

— y ck traffic

- @ Qriginal path of artack traffic
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IP dropped at ISP edge

In thi= way, traffic that iz entering the edge network sourced from a hoztthat has a route pointing to null will result in & uRFF drop.

QUESTION 5
Which configuration for implementing 6PE on an 1S-IS-enabled Cisco 10S XR router is correct?
A. interface GigabitEthernet0/0/0/0 ipv6 address 2001:DB8:DD11::1/64 router isis ipv6-tun net 49.0000.0000.00010.00

address-family ipv6 unicast single-topology redistribute bgp 200 interface GigabitEthernet0/0/0/0 address-family ipv6
unicast router bgp 200 bgp router-id 209.165.202.129 address-family ipv4 unicast address-family ipv6 unicast
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redistribute isis ipv6-tun neighbor 209.165.202.130 remote-as 200 address-family ipv4 unicast address-family ipv6
labeled-unicast

B. interface GigabitEthernet0/0/0/0 ipv6 address 2001:DB8:DD11::1/64 router isis ipv6-tun net 49.0000.0000.00010.00
address-family ipv6 unicast single-topology router bgp 200 bgp router-id 209.165.202.129 address-family ipv4 unicast
address-family ipv6 unicast redistribute isis ipv6-tun neighbor 209.165.202.130 remote-as 200 address-family ipv4
unicast address-family ipv6 labeled-unicast

C. interface GigabitEthernet0/0/0/0 ipv6 address 2001:DB8:DD11::1/64 router isis ipv6-tun net 49.0000.0000.00010.00
address-family ipv6 unicast single-topology interface GigabitEthernet0/0/0/0 address-family ipv6 unicast router bgp 200
bgp router-id 209.165.202.129 address-family ipv4 unicast address-family ipv6 unicast redistribute static neighbor
209.165.202.130 remote-as 200 address-family ipv4 unicast address-family ipv6 labeled-unicast

D. interface GigabitEthernet0/0/0/0 ipv6 address 2001:DB8:DD11::1/64 router isis ipv6-tun net 49.0000.0000.00010.00
address-family ipv6 unicast single-topology interface GigabitEthernet0/0/0/0 address-family ipv6 unicast router bgp 200
bgp router-id 209.165.202.129 address-family ipv4 unicast address-family ipv6 unicast redistribute connected
redistribute isis ipv6-tun neighbor 209.165.202.130 remote-as 200 address-family ipv4 unicast address-family ipv6
labeled-unicast

E. interface GigabitEthernet0/0/0/0 ipv6 address 2001:DB8:DD11::1/64 router isis ipv6-tun net 49.0000.0000.00010.00
address-family ipv6 unicast single-topology interface GigabitEthernet0/0/0/0 address-family ipv6 unicast router bgp 200

bgp router-id 209.165.202.129
address-family ipv4 unicast
address-family ipv6 unicast
redistribute connected
redistribute isis ipv6-tun
neighbor 209.165.202.130
remote-as 200

address-family ipv4 unicast

Correct Answer: D
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