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QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1
that runs Windows Server 2012 R2. 

Server1 is an enterprise root certification authority (CA) for contoso.com. 

You need to ensure that the members of a group named Group1 can request code signing certificates. The certificates
must be issued automatically to the members. 

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.) 

A. From Certificate Templates, modify the certificate template. 

B. From Certification Authority, add a certificate template to be issued. 

C. From Certificate Authority, modify the CA properties. 

D. From Certificate Templates, duplicate a certificate template. 

E. From Certificate Authority, stop and start the Active Directory Certificate Services (AD CS) service. 

Correct Answer: AD 

Best Practices include: Duplicate new templates from existing templates closest in function to the intended template. 

New certificate templates are duplicated from existing templates. Many settings are copied from the original template.
Because of this, duplicating one template to another of a totally different type may carry over some unintended settings.
When duplicating a template, examine the subject type of the original template and ensure that you duplicate one that
has a similar function to that of the intended template. Although most settings for certificate templates can be edited
once the template is duplicated, the subject type cannot be changed. 

Reference: Deploying Certificate Templates https://technet.microsoft.com/en-
us/library/cc770794%28v=ws.10%29.aspx 

 

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains two servers named
Server1 and Server2. Both servers have the Hyper-V server role installed. 

You plan to replicate virtual machines between Server1 and Server2. The replication will be encrypted by using Secure
Sockets Layer (SSL). 

You need to request a certificate on Server1 to ensure that the virtual machine replication is encrypted. 

Which two intended purposes should the certificate for Server1 contain? (Each correct answer presents part of the
solution. Choose two.) 

A. Client Authentication 

B. Kernel Mode Code Signing 

C. Server Authentication 
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D. IP Security end system 

E. KDC Authentication 

Correct Answer: AC 

You need to use certificate-based authentication if you want transmitted data to be encrypted. 

Replica Server Certificate Requirements 

To enable a server to receive replication traffic, the certificate in the replica server must meet the following conditions
Enhanced Key Usage must support both Client and Server authentication Etc. 

Reference: Hyper-V Replica - Prerequisites for certificate based deployments 

http://blogs.technet.com/b/virtualization/archive/2012/03/13/hyper-v-replica-certificate-requirements.aspx 

 

QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1
that runs Windows Server 2012 R2. Server1 has the Remote Desktop Session Host role service installed. The computer
account of Server1 resides in an organizational unit (OU) named OU1. 

You create and link a Group Policy object (GPO) named GPO1 to OU1. GPO1 is configured as shown in the exhibit.
(Click the Exhibit button.) 
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You need to prevent GPO1 from applying to your user account when you log on to Server1. GPO1 must apply to every
other user who logs on to Server1. 

What should you configure? 

A. Security Filtering 

B. VMI Filtering 

C. Block Inheritance 

D. Item-level targeting 

Correct Answer: A 

Security filtering is a way of refining which users and computers will receive and apply the settings in a Group Policy
object (GPO). Using security filtering, you can specify that only certain security principals within a container where the
GPO is linked apply the GPO. Security group filtering determines whether the GPO as a whole applies to groups, users,
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or computers; it cannot be used selectively on different settings within a GPO. 

Incorrect Answers: 

B: Windows Management Instrumentation (WMI) filters allow you to dynamically determine the scope of Group Policy
objects (GPOs) based on attributes of the target computer. 

References: https://technet.microsoft.com/sv-se/library/Cc781988(v=WS.10).aspx 

 

QUESTION 4

Your network contains an Active Directory domain named adatum.com. The domain contains two sites named Site1 and
Site2 and two domain controllers named DC1 and DC2. DC1 is located in Site1 and DC2 is located in Site2. 

You install an additional domain controller named DC3 in Site1 and you ship DC3 to Site2. 

A technician connects DC3 to Site2. 

You discover that users in Site2 are authenticated only by DC2. 

You need to ensure that the users in Site2 are authenticated by both DC2 and DC3. 

What should you do? 

A. In Active Directory Users and Computers, configure the msDS-PrimaryComputer attribute for DC3. 

B. In Active Directory Users and Computers, configure the msDS-Site-Affinity attribute for DC3. 

C. From Active Directory Sites and Services, move DC3. 

D. From Active Directory Sites and Services, modify the site link between Site1 and Site2. 

Correct Answer: C 

DC3 needs to be moved to Site2 in AD DS Reference: http://technet.microsoft.com/en-
us/library/cc759326(v=ws.10).aspx 

 

QUESTION 5

Your network contains an Active Directory forest named adatum.com. The forest contains an Active Directory Rights
Management Services (AD RMS) cluster. 

A partner company has an Active Directory forest named litwareinc.com. The partner company does not have AD RMS
deployed. You need to ensure that users in litwareinc.com can consume rights-protected content from adatum.com. 

Which type of trust policy should you create? 

A. At federated trust 

B. A trusted user domain 

C. A trusted publishing domain 
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D. Windows Live ID 

Correct Answer: A 

In AD RMS rights can be assigned to users who have a federated trust with Active Directory Federation Services (AD
FS). This enables an organization to share access to rights-protected content with another organization without having
to establish a separate Active Directory trust or Active Directory Rights Management Services (AD RMS) infrastructure. 

Reference: AD RMS and AD FS Considerations http://technet.microsoft.com/en-us/library/dd772651(v=WS.10).aspx 
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