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QUESTION 1
You are planning to set up a proof-of-concept network virtualization environment.

The environment will contain three servers. The servers will be configured as shown in the following table.

Server name Role

serverl System Center 20124 2 Virtual Machine Manager (\VMM)
Server2 Hyper-V host ¢

Server3 File server ¢

VMM will be used to manage the virtualization environment.
Server2 runs three virtual machines. All of the virtual machines are configured to use network virtualization.
You need to enable network connectivity between the virtual machines and Server3.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area
Add an infrastructure server,
Enable network address translation (MAT). @)@
Configure Teredo transition technology. @

)
Deploy Windows Server Gateway. 9@
a8

il

Configure ISATAP transition technology.

f.%"‘h‘jua}
Add an additional Hyper-V host. od o
Deploy Microsoft Forefront Uniﬁe%@s Gateway
(LAG).

Add a network service.

Correct Answer:
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Actions Answer Area
Add an infrastructure server, I Add an additiang_l\ Hyper-V host.
e W
Ceploy W}g@%%ewer Gateway. ’
: P S
Configure Teredo transition technology. Ad%@?vork service.

\%}e network address translation (NAT).

2

| - G
| Configure ISATAP transition technology. m@

o L
R

Deploy Microsoft Forefront UnEfie&&%és Gateway |
(UAG). ‘

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The network has an Active Directory Certificate
Services (AD CS) infrastructure.

You need to issue a certificate to users to meet the following requirements:
Ensure that the users can encrypt files by using Encrypting File System (EFS).
Ensure that all of the users reenroll for their certificate every six months.

Solution: From the properties of the Basic EFS template, you assign the Allow - Enroll permission to the Authenticated
Users group.

Does this meet the goal?
A. Yes
B. No

Correct Answer: B

QUESTION 3

You network contains an Active Directory domain named adatum.com. The network has an Active Directory Certificate
Services (AD CS) infrastructure.

You need to issue a certificate to users to meet the following requirements:
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Ensure that the users can encrypt files by using Encrypting File System (EFS).

Ensure that the default key length is 4096 bits for all users.

Ensure that the domain administrator can recover EFS encrypted files.

What should you do first?

A. Create a copy of the Key Recovery Agent certificate template, and then modify the permissions of the copy.

B. From the properties of the Basic EFS template, assign the Full Control permission to the Domain Admins group.

C. From the properties of the EFS Recovery Agent certificate template, assign the Allow-Enroll permission to the
Domain Admins group.

D. Create a copy of the basic EFS certificate template, and then modify the key length of the copy.

Correct Answer: A

QUESTION 4
Your company has an office in New York.
Many users connect to the office from home by using the Internet.

You deploy an Active Directory Certificate Services (AD CS) infrastructure that contains an enterprise certification
authority (CA) named CA1. CAl is only available from hosts on the internal network.

You need to ensure that the certificate revocation list (CRL) is available to all of the users.
What should you do? (Each correct answer presents part of the solution. Choose all that apply.)
A. Create a scheduled task that copies the CRL files to a Web server.

B. Run the Install-ADCSWebEnrollment cmdlet.

C. Run the Install-EnrollmentPolicyWebService cmdlet.

D. Deploy a Web server that is accessible from the Internet and the internal network.

E. Modify the location of the Authority Information Access (AlA).

F. Modify the location of the CRL distribution point (CDP).

Correct Answer: ADF

CRLs will be located on Web servers which are Internet facing.

CRLs will be accessed using the HTTP retrieval protocol.

CRLs will be accessed using an external URL of http://dp1.pki.contoso.com/pki

F: To successfully authenticate an Internet Protocol over Secure Hypertext Transfer Protocol (IP-HTTPS)-based
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connection, DirectAccess clients must be able to check for certificate revocation of the secure sockets layer (SSL)
certificate submitted by the DirectAccess server. To successfully perform intranet detection, DirectAccess clients must
be able to check for certificate revocation of the SSL certificate submitted by the network location server. This procedure
describes how to do the following: Create a Web-based certificate revocation list (CRL) distribution point using Internet
Information Services (11S) Configure permissions on the CRL distribution shared folder Publish the CRL in the CRL
distribution shared folder

QUESTION 5

An organization uses an Active Directory Rights Management Services (AD RMS) cluster named RMSL1 to protect
content for a project. You uninstall AD RMS when the project is complete. You need to ensure that the protected content
is still

available after AD RMS is uninstalled.

Solution: You run the following command from an administrative command prompt:

cipher /a /d /s:

Does this meet the goal?

A. Yes

B. No

Correct Answer: B

If you plan to remove Active Directory Rights Management Services from your organization, you should first
decommission the AD RMS cluster. This allows your AD RMS users to remove AD RMS protection from existing

content. If you uninstall AD RMS without first decommissioning it, your protected content will no longer be accessible.

References: http://blogs.technet.com/b/rms/archive/2012/04/29/decommissioning-ad-rms.aspx
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