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QUESTION 1

Your network consists of an Active Directory forest that contains two domains. All servers run Windows Server 2008 R2.
All domain controllers are configured as DNS Servers. 

You have a standard primary zone for dev.contoso.com that is stored on a member server. You need to ensure that all
domain controllers can resolve names from the dev.contoso.com zone. 

What should you do? 

A. On the member server, create a stub zone. 

B. On the member server, create a NS record for each domain controller. 

C. On one domain controller, create a conditional forwarder. Configure the conditional forwarder to replicate to all DNS
servers in the forest. 

D. On one domain controller, create a conditional forwarder. Configure the conditional forwarder to replicate to all DNS
servers in the domain. 

Correct Answer: C 

http://technet.microsoft.com/en-us/library/cc730756.aspx Understanding Forwarders 

A forwarder is a Domain Name System (DNS) server on a network that forwards DNS queries for external DNS names
to DNS servers outside that network. You can also forward queries according to specific domain names using
conditional 

forwarders. 

You designate a DNS server on a network as a forwarder by configuring the other DNS servers in the network to
forward the queries that they cannot resolve locally to that DNS server. By using a forwarder, you can manage name
resolution 

for names outside your network, such as names on the Internet, and improve the efficiency of name resolution for the
computers in your network. The following figure illustrates how external name queries are directed with forwarders. 

Conditional forwarders A conditional forwarder is a DNS server on a network that forwards DNS queries according to
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the DNS domain name in the query. For example, you can configure a DNS server to forward all the queries that it
receives for names ending with corp.contoso.com to the IP address of a specific DNS server or to the IP addresses of
multiple DNS servers. 

Further information: http://technet.microsoft.com/en-us/library/cc794735%28v=ws.10%29.aspx Assign a Conditional
Forwarder for a Domain Name http://technet.microsoft.com/en-us/library/cc754941.aspx Configure a DNS Server to Use
Forwarders 

 

QUESTION 2

Your network contains three Active Directory forests named Forest1, Forest2, and Forest3. Each forest contains three
domains. A two-way forest trust exists between Forest1 and Forest2. A two-way forest trust exists between Forest2
andForest3. 

You need to configure the forests to meet the following requirements: 

Users in Forest3 must be able to access resources in Forest1 

Users in Forest1 must be able to access resources in Forest3. 

The number of trusts must be minimized. 

What should you do? 

A. In Forest2, modify the name suffix routing settings. 

B. In Forest1 and Forest3, configure selective authentication. 

C. In Forest1 and Forest3, modify the name suffix routing settings. 

D. Create a two-way forest trust between Forest1 and Forest3. 

E. Create a shortcut trust in Forest1 and a shortcut trust in Forest3. 

Correct Answer: D 

Reference: 

MS Press - Self-Paced Training Kit (Exam 70-640) (2nd Edition, December 14 2012) page 639: 

Forest Trusts 

(...) 

You can specify whether the forest trust is one-way, incoming or outgoing, or two-way. As mentioned earlier, a forest
trust is transitive, allowing all domains in a trusting forest to trust all domains in a trusted forest. However, forest trusts
are 

not themselves transitive. For example, if the tailspintoys.com forest trusts the worldwideimporters .com forest, and the
worldwideimporters.com forest trusts the northwindtraders.com forest, those two trust relationships do not allow the 

tailspintoys.com forest to trust the northwindtraders.com forest. If you want those two forests to trust each other, you
must create a specific forest trust between them. 
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QUESTION 3

You are the network administrator for an organization that has all Windows Server 2008 R2 domain controllers. 

You need to capture all replication errors that occur between all domain controllers. 

What should you do? 

A. Use System Performance data collector sets. 

B. Use ntdsutil. 

C. Configure event log subscriptions. 

D. Use the ADSI Edit tool. 

Correct Answer: C 

http://technet.microsoft.com/en-us/library/cc748890.aspx Configure Computers to Forward and Collect Events Before
you can create a subscription to collect events on a computer, you must configure both the collecting computer
(collector) and each computer from which events will be collected (source). 

http://technet.microsoft.com/en-us/library/cc749183.aspx 

Event Subscriptions Event Viewer enables you to view events on a single remote computer. However, troubleshooting
an issue might require you to examine a set of events stored in multiple logs on multiple computers. Windows Vista
includes the ability to collect copies of events from multiple remote computers and store them locally. To specify which
events to collect, you create an event subscription. Among other details, the subscription specifies exactly which events
will be collected and in which log they will be stored locally. Once a subscription is active and events are being
collected, you can view and manipulate these forwarded events as you would any other locally stored events. Using the
event collecting feature requires that you configure both the forwarding and the collecting computers. The functionality
depends on the Windows Remote Management (WinRM) service and the Windows Event Collector (Wecsvc) service.
Both of these services must be running on computers participating in the forwarding and collecting process.
http://technet.microsoft.com/en-us/library/cc961808.aspx 

 

QUESTION 4

ABC.com has a domain controller that runs Windows Server 2008. The ABC.com network boasts 40 Windows Vista
client machines. 

As an administrator at ABC.com, you want to deploy Active Directory Certificate service (AD CS) to authorize the
network users by issuing digital certificates. 

What should you do to manage certificate settings on all machines in a domain from one main location? 

A. Configure Enterprise CA certificate settings 

B. Configure Enterprise trust certificate settings 

C. Configure Advance CA certificate settings 

D. Configure Group Policy certificate settings 

E. All of the above 
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Correct Answer: D 

Reference: 

http://technet.microsoft.com/en-us/library/cc725911.aspx AD CS: Policy Settings 

In the Windows Server?2008 operating system, certificate-related Group Policy settings enable administrators to
manage certificate validation settings according 

to the security needs of the organization. 

What are certificate settings in Group Policy? 

Certificate settings in Group Policy enable administrators to manage the certificate settings on all the computers in the
domain from a central location. 

 

QUESTION 5

Your network contains three servers named ADFS1, ADFS2, and ADFS3 that run Windows Server 2008 R2. ADFS1
has the Active Directory Federation Services (AD FS) Federation Service role service installed. 

You plan to deploy AD FS 2.0 on ADFS2 and ADFS3. 

You need to export the token-signing certificate from ADFS1, and then import the certificate to ADFS2 and ADFS3. 

In which format should you export the certificate? 

A. Personal Information Exchange PKCS #12 (.pfx) 

B. DER encoded binary X.509 (.cer) 

C. Cryptographic Message Syntax Standard PKCS #7 (.p7b) 

D. Base-64 encoded X.S09 (.cer) 

Correct Answer: A 

Reference 1: http://technet.microsoft.com/en-us/library/ff678038.aspx 

Checklist: Migrating Settings in the AD FS 1.x Federation Service to AD FS 2.0 If the AD FS 1.x Federation Service has
a token-signing certificate that was issued by a trusted certification authority (CA) and you want to reuse it, you will have
to export it from AD FS 1.x. 

[The site provides also a link for instructions on how to export the token-signing certificate. That link point to the site
mentioned in reference 2.] 

Reference 2: http://technet.microsoft.com/en-us/library/cc784075.aspx 

Export the private key portion of a token-signing certificate 

To export the private key of a token-signing certificate 

1.

 Click Start, point to Administrative Tools, and then click Active Directory Federation Services. 
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2.

 Right-click Federation Service, and then click Properties. 

3.

 On the General tab, click View. 

4.

 In the Certificate dialog box, click the Details tab. 

5.

 On the Details tab, click Copy to File. 

6.

 On the Welcome to the Certificate Export Wizard page, click Next. 

7.

 On the Export Private Key page, select Yes, export the private key, and then click Next. 

8.

 On the Export File Format page, select Personal Information Exchange = PKCS #12 (.PFX), and then click Next. 

9.

 (...) 
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