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QUESTION 1

You manage a Web server named Serverl that runs Windows Server 2006 R2. Serverl hosts five Web sites.
You discover that the CPU utilization of Serverl is abnormally high.

You need to view the amount of CPU resources that each web site is using.

Which tool should you use?

A. Local Security Policy

B. Telnet

C. Services

D. windows Firewall

E. System Configuration

F. Ftp

G. Security Configuration Wizard (SCW)

H. Performance Monitor

I. Internet Information Services (1IS) Manager

J. Internet information services (11S) 6.0 Manager

K. Component Services

L. lisreset

Correct Answer: |

Performance Monitor - it is not better tool than 1IS Manager, because it provides same functionality as "Worker
processes" tab of IS Manager, but in Performance Monitor you need to configure list of counters before you see their

values unlike as in IIS Manager, which displays all application pools and they cpu usage in one click. PS. "Web site" is
not equal to "application pool”, therefore you need to assign separate application pools for each web site.

WJH Worker Processes

Uge thus featae 10 weme Fiormaten sbot et iSO ieesass FUMTING h}: AED Server ahd Shout reguesis ruming e ose wikier

rOCESEES w2

Appicabion Pocl Naws - | Procesid | Sta | CPU % | Private Bytes (x5 | Vir bl Byten () |

Detautapobesl 484 Running 8,00 & 504,00 40 128 00
QUESTION 2

Your company has a single Active Directory domain. All servers run Windows Server 2008 R2. You install an iSCSI
storage area network (SAN) for a group of file servers.
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Corporate security policy requires that all data communication to and from the iISCSI SAN must be as secure as
possible.

You need to implement the highest security available for communications to and from the iSCSI SAN.
What should you do?

A. Create a Group Policy object (GPO) to enable the System objects: Strengthen default permission of internal systems
objects setting.

B. Create a Group Policy object (GPO) to enable the System cryptography: Use FIPS compliant algorithms for
encryption, hashing, and signing setting.

C. Implement IPsec security in the iISCSI Initiator Properties. Set up inbound and outbound rules by using Windows
Firewall.

D. Implement mutual Microsoft Challenge Handshake Authentication Protocol (MS-CHAPvV2) authentication in the iSCSI
Initiator Properties. Set up inbound and outbound rules by using Windows Firewall.

Correct Answer: C

Security

Microsoft iSCSI Initiator supports using and configuring Challenge Handshake Authentication Protocol (CHAP) and
Internet Protocol security (IPsec). All supported iISCSI HBAs also support CHAP; however, some may not support
IPsec.

Ipsec

IPsec is a protocol that provides authentication and data encryption at the IP packet layer. The Internet Key Exchange
(IKE) protocol is used between peers to allow the peers to authenticate each other and negotiate the packet encryption

and authentication mechanisms to be used for the connection. Because Microsoft iISCSI Initiator uses the Windows
TCP/IP stack, it can use all of the functionality that is available in the Windows TCP/IP stack. For authentication, this
includes

preshared keys, Kerberos protocol, and certificates. Active Directory is used to distribute the IPsec filters to computers
running Microsoft iISCSI Initiator. 3DES and HMAC-SHAL are supported, in addition to tunnel and transport modes.

Because iSCSI HBA has a TCP/IP stack embedded in the adapter, the iISCSI HBA can implement IPsec and IKE, so the
functionality that is available on the iISCSI HBA may vary. At a minimum, it supports preshared keys and 3DES and

HMAC-SHAL.

Microsoft iSCSI Initiator has a common API that is used to configure IPsec for Microsoft iSCSI Initiator and iISCSI HBA.
Easier Firewall configuration for Windows Server 2008 R2 and Windows 7 Allowing the use of an Internet Storage
Name Service (iISNS) server through the firewall is possible directly from the iISCSICLI command-line utility. However,
you can

still controll it through the Windows Firewall with Advanced Security, if desired.

To enable iSNS traffic for use with Microsoft iISCSI Initiator Use the following command to enable iSNS traffic through
the firewall. This allows you to use an iSNS server with the local Microsoft iSCSI Initiator:

iscsicli FirewallExemptiSNSServer
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Source: http://technet.microsoft.com/en-us/library/ee338480.aspx

QUESTION 3
Your network contains a server that runs Windows Server 2008 R2 and has the Hyper-V server role installed.
Virtual machines (VMs) are frequently added to the Hyper-V server.

You need to ensure that a VM named VM1 has priority regarding the allocation of the physical CPU resources on the
Hyper-V host.

What should you modify?

A. the number of virtual processors for VM1

B. the relative weight of the virtual processor for VM1
C. the VM limit of the virtual processor for VM1

D. the VM reserve of the virtual processor for VM1

Correct Answer: B

QUESTION 4

Your network contains a single Active Directory domain. The domain contains a server named Serverl that runs
Windows Server 2008 R2. Serverl has two unallocated disks.

You need to create a mirrored volume.

Which tool should you use?

A. Disk Management

B. File Server Resource Manager

C. Share and Storage Management

D. Storage Explorer

Correct Answer: A

Section: Storage Management To create a mirrored volume
1.

Open Server Manager (Local).

2.

In the console tree, click Server Manager (Local), click Storage, and then click Disk Management.

3.
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Right-click the unallocated space on one of the dynamic disks on which you want to create the mirrored volume, and
then click New Volume.

4,

In the New Volume Wizard, click Next, click Mirrored, and then follow the instructions on your screen.
Notes

To perform this procedure on a local computer, you must be a member of the Backup Operators group or

Administrators group on the local computer, or you must have been delegated the appropriate authority. To perform this
procedure remotely, you must be a member of the Backup Operators group or Administrators group on the remote

computer. If the computer is joined to a domain, members of the Domain Admins group might be able to perform this
procedure. As a security best practice, consider using Run as to perform this procedure. To open Server Manager, click

Start, click Administrative Tools, and then click Server Manager.
You need two dynamic disks to create a mirrored volume.
You can mirror an existing simple volume.

Mirrored volumes are fault tolerant and use RAID-1, which provides redundancy by creating two identical copies of a
volume.

Mirrored volumes cannot be extended.
Both copies (mirrors) of the mirrored volume share the same drive letter.

Source: http://technet.microsoft.com/en-us/library/cc776202.aspx

QUESTION 5

Your company has an Active Directory domain. The company runs Remote Desktop Services. All Remote Desktop
Services accounts are configured to allow session takeover without permission. A user has logged on to a server
named

Server2 by using an account named Userl. The session ID for Userl is 1337.

You need to perform a session takeover for session ID 1337.

Which commands should you run?

A. Chgusr 1337 /disable, and then Tscon 1337

B. Takeown /U Userl 1337, and then Tscon 1337

C. Tsdiscon 1337, and then Chgport /U Userl 1337

D. Tsdiscon 1337, and then Tscon 1337

Correct Answer: D
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. tsdiscon

Disconnects a session from a terminal server.
tediscon |[«<SessionlDs | <SessionNames] [/server:<SsrverNames] [/v]

Paraimieled Description
=Sessionids Specifis te 1D of e 3855i0n 10 QCoMmect

=Sessmnbame= Specifss the name of B SSson 1o disconnect

FSRrdET. Specifies e rminal senver that contaans the session thiat you Otherwisa, e cument
—Seryeiame= (Rrmnal server is used
N

" m mmm prompl oo

Souree: hip:itechnet microsoll comian-usfibrangceT 7TOSG2(WS 10} &

. tscon
Connects o another session on a terminal server @

tecon (<SessioniDs> | <Sessiondams=) [ t:<EeasionName>] [/password:<pws | /

password:i=] [/v]

Parameter Description u

5 o Speciies the ID of the seswon 1o wan! o connecl if you usz Ine opbonal (desti< Sesxoaiame>
paramater, this is the 1D of the which yeas want & connect.

:f"“m"’msmmw:umﬂm WhICh you want 1o connect

Miest

=SessionMam Spacifizs the nams of rread session, This session will disconnect whan you connect 1o the naw session.

(=

fpassword.  Specifies Ihe passwdnd of the user who owni ihe $ession 10 which you wani io connecl. This password IS requined

R whinn [h connectng user does nol own the SeEs0n

fpzsswond®  Prompls for the password of the ussr who owns the session 10 which yod want i connscl
i CHsplays infonnation about the ac0ons being perfamsd

i Desplays feip 3l the comemand prompl.

Source: hitpifechnel microsofl comden-usivan/cc T TIEEANNS 10) aspx

Wrong answers:
chgport

Lists or changes the COM port mappings to be compatible with MS-DOS applications. Source:
http://technet.microsoft.com/en-us/library/cc771976(WS.10).aspx

chgusr
Changes the install mode for the terminal server.

Source: http://technet.microsoft.com/en-us/library/cc755189(WS.10).aspx takeown Enables an administrator to recover
access to a file that previously was denied, by making the administrator the owner of the file.

Source: http://technet.microsoft.com/en-us/library/cc753024(WS.10).aspx
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