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QUESTION 1
HOTSPOT

Your network contains two Active Directory forests named contoso.com and adatum.com. Contoso.com contains a
Hyper-V host named Serverl. Serverl is a member of a group named HyperHosts. Adatum.com contains a server
named

Server2. Serverl and Server2 run Windows Server 2016.
Contoso.com trusts adatum.com.
You plan to deploy shielded virtual machines to Serverl and to configure Admin-trusted attestation on Server2.

Which component should you install and which cmdlet should you run on Server2? To answer, select the appropriate
options in the answer area.

Hot Area:

Answer Area

Component to install: ,:_(g@ v

The Active Di&e@ﬂd‘ Domain Services server role
The Host an Ayper-V Support feature
The Hgs(ﬁan Service server role

[T

Cmdlet to run: “‘E’j-)w R4

@
Qh Add HgsAttestationClPolicy
N~ Add-HgsAttestationHostGroup
*‘i&\ Export-HgsGuardian
Import-HgsGuardian

Correct Answer:
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Component to install:

Cmdlet to run:

& v

The Active Di‘gp@kﬁﬂ‘bnmain Services server role

The Host an "yper-V Support feature
The Hostitardian Service server role

N

P

P v

Add-HgsAttestationClPolicy

Add-HgsAttestationHostGroup

Export-HgsGuardian
Import-HgsGuardian

https://blogs.technet.microsoft.com/datacentersecurity/2016/03/16/windows-server-2016-and-host-guardian-service-for-
shielded-vms/ https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-

admin-trusted-attestation-creating-a-security-group

QUESTION 2

You have a server named Serverl that runs Windows Server 2016.

You need to identify whether any inbound rules on Serverl require that users be authenticated before they can connect

to the server.

Which cmdlet should you use?

A. Get-NetIPSecRule

B. Get-NetFirewallRule

C. Get-NetFirewallProfile

D. Get-NetFirewallSetting

E. Get-NetFirewallPortFilter

F. Get-NetFirewallAddressFilter
G. Get-NetFirewallApplicationFilter
Correct Answer: B

The complete cmdlet to perform the required action:
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P35 C:h» Get-NetFirewal TRule -DisplayName TEST | &Get-NetFirewallSecurityFilter

.ﬁ?
Authentication : Required .
Encryption : NotReguired Ot
OverrideBlockRules : Falsze
Localliser 1 Any
Remotellser : Any
RemoteMachine 1 Any

)

PS Cih
QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question In the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question In this section, you will NOT be able to return to It. As a result, these questions will not
appear in the review screen.

Your network contains an Active Directory domain named contoso.com. The domain contains a computer named
Computerl that runs Windows 10. Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home network.
Solution: From Group Policy Management, You create an Applocker rule.

A. Yes

B. No

Correct Answer: B

AppLocker does not filter incoming network traffic, what you actually need is Windows Firewall Inbound Rule on the
Private profile. https://technet.microsoft.com/en-us/library/dd759068(v=ws.11).aspx

QUESTION 4
Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers.
You deploy the Local Administrator Password Solution (LAPS) to the network.

You discover that the members of a group named FinanceAdministartors can view the password of the local
Administrator accounts on the servers in an organizational unit (OU) named FinanceServers.
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You need to prevent the FinanceAdministartors members from viewing the local administrators ‘passwords on the
servers in FinanceServers. Which permission should you remove from FinanceAdministartors?

A. all extended rights
B. read all properties
C. read permissions
D. list contents
Correct Answer: A

https://4sysops.com/archives/set-up-microsoft-laps-local-administrator-password-solution-in-active-directory/

QUESTION 5

You have a Hyper-V host named Serverl that runs Windows Server 2016. Serverl has a generation 2 virtual machine
named VM1 that runs Windows 10.

You need to ensure that you can turn on BitLocker Drive Encryption (BitLocker) for drive C: on VM1. What should you
do?

A. From Serverl, install the BitLocker feature.

B. From Serverl, enable nested virtualization for VM1.

C. From VM1, configure the Require additional authentication at startup Group Policy setting.

D. From VM1, configure the Enforce drive encryption type on fixed data drives Group Policy setting.

Correct Answer: C

https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/If you don\\'t use TPM for
protecting a drive, there is no such Virtual TPM or VM Generation, or VM Configurationversion requirement, you can
even use Bitlockerwithout TPM Protector with earlier versions of Windows.How to Use BitLocker Without a TPMYou can
bypass this limitation through a Group Policy change. If your PC is joined to a business or schooldomain, you can\\'t
change the Group Policy settingyourself. Group policy is configured centrally by your network administrator.To open the
Local Group Policy Editor, press Windows+R on your keyboard, type "gpedit.msc" into the Rundialog box, and press

Enter.Navigate to Local Computer Policy > Computer Configuration > Administrative Templates > WindowsComponents
> BitLocker Drive Encryption > OperatingSystem Drives in the left pane.
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Bmponerts ~ |l
Installer Service i
tures to Windows 10
kage Degloyment [ Allow netwerk unlock at startup
bacy A {3z] Allow Secure Boot for integrity validation
time @ = ional suthentication at startup
ion Compatibility [iz| Require additional authentication at startup (W
i Policies |i=] Disallow standard users from changing the PIN
jcs {=| Enable use of BitLocker authenticatior requirin
br Drive Encryption Description: i) Allow enhanced 2INs for startup
| Data Drives This policy setting allows you to |, Configure minirrum PIN length for startup

Double-click the "Require additional authentication at startup” option in the right pane.

& Require additional authentication at startup o

Require additional autheatication at startup

O Not Configured ~ COMMent:

na b £t
(®) Enabled {5\@

() Disabled

i
e L

SUPPOMEC O | At feact Windows S%WEE or Windows 7
m b

i i @@%m

Allow BitLocker without a compatibl S | | This policy setting allows you to configure whether BitLocker
[A (reguires a password or a startup - requires adcitional authentication each time the comouter start]
USE flash drive) and whether you are using BitLocker with or without 3 Trusted
Platform Module (TPM). This policy setting is applied when you
Settings for computers with y turn on BitLacker.
Conhgure 1PM startup: Mote: Only ene of the additicnal authentication cptions can be
i required at startup, otherwise a policy error occurs.
| Allow TPM b

Select "Enabled" at the top of the window, and ensure the "Allow BitLocker without a compatible TPM (requires a
password or a startup key on a USBflash drive)" checkbox is enabled here.Click "OK" to save your changes. You can
now close the Group Policy Editor window. Your change takes effectimmediately--you don\\'t even need to reboot.
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