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QUESTION 1

What is an approach to estimating the strengths and weaknesses of alternatives used to determine options, which
provide the BEST approach to achieving benefits while preserving savings called?

A. Business Impact Analysis
B. Economic Impact analysis
C. Return on Investment

D. Cost-benefit analysis
Correct Answer: D

Reference: https://artsandculture.google.com/entity/cost%E2%80%93benefit-analysis/m020w0x?hl=en

QUESTION 2

Scenario: Your company has many encrypted telecommunications links for their world-wide operations. Physically
distributing symmetric keys to all locations has proven to be administratively burdensome, but symmetric keys are
preferred to other alternatives.

Symmetric encryption in general is preferable to asymmetric encryption when:

A. The number of unigue communication links is large

B. The distance to the end node is farthest away

C. The volume of data being transmitted is small

D. The speed of the encryption / deciphering process is essential

Correct Answer: D

QUESTION 3

During the course of a risk analysis your IT auditor identified threats and potential impacts. Next, your IT auditor should:
A. Identify and assess the risk assessment process used by management.

B. Identify and evaluate existing controls.

C. Identify information assets and the underlying systems.

D. Disclose the threats and impacts to management.

Correct Answer: B
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QUESTION 4
What is the main result of a company keeping its information security functions siloed in different business units?
A. Overlapping security initiatives, with wasted resources, or major gaps that can lead to serious security compromises

B. Board of Directors gains greater insight into the overall functions of the company and the separate security
processes

C. Greater integration between groups that takes greater effort and expense but results in close execution of processes

D. Security and risk management teams have a responsibility to learn every aspect of the company and find ways to
integrate into each silo

Correct Answer: A

Reference: https://www.plixer.com/blog/data-silo-what-is-it-why-is-it-bad/

QUESTION 5

Which of the following is the MOST important reason for performing assessments of the security portfolio?
A. To assure that the portfolio is aligned to the needs of the broader organization

B. To create executive support of the portfolio

C. To discover new technologies and processes for implementation within the portfolio

D. To provide independent 3rd party reviews of security effectiveness

Correct Answer: A
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