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QUESTION 1

The Security Operations Center (SOC) just purchased a new intrusion prevention system (IPS) that needs to be
deployed in-line for best defense. The IT group is concerned about putting the new IPS in-line because it might
negatively impact network availability. 

What would be the BEST approach for the CISO to reassure the IT group? 

A. Explain to the IT group that this is a business need and the IPS will fail open however, if there is a network failure the
CISO will accept responsibility 

B. Work with the IT group and tell them to put IPS in-line and say it won\\'t cause any network impact 

C. Explain to the IT group that the IPS will fail open once in-line however it will be deployed in monitor mode for a set
period of time to ensure that it doesn\\'t block any legitimate traffic 

D. Explain to the IT group that the IPS won\\'t cause any network impact because it will fail open 

Correct Answer: C 

 

QUESTION 2

Scenario: Your company has many encrypted telecommunications links for their world-wide operations. Physically
distributing symmetric keys to all locations has proven to be administratively burdensome, but symmetric keys are
preferred to other alternatives. 

Symmetric encryption in general is preferable to asymmetric encryption when: 

A. The number of unique communication links is large 

B. The distance to the end node is farthest away 

C. The volume of data being transmitted is small 

D. The speed of the encryption / deciphering process is essential 

Correct Answer: D 

 

QUESTION 3

When performing a forensic investigation, what are the two MOST common data sources for obtaining evidence from a
computer and mobile devices? 

A. RAM and unallocated space 

B. Unallocated space and RAM 

C. Slack space and browser cache 

D. Persistent and volatile data 
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Correct Answer: D 

Reference: https://study.com/academy/lesson/data-storage-formats-digital-forensics-devices-types.html 

 

QUESTION 4

ABC Limited has recently suffered a security breach with customers\\' social security number available on the dark web
for sale. The CISO, during the time of the incident, has been fired, and you have been hired as the replacement. The
analysis of the breach found that the absence of an insider threat program, lack of least privilege policy, and weak
access control was to blame. You would like to implement key performance indicators to mitigate the risk. 

Which metric would meet the requirement? 

A. Number of times third parties access critical information systems 

B. Number of systems with known vulnerabilities 

C. Number of users with elevated privileges 

D. Number of websites with weak or misconfigured certificates 

Correct Answer: C 

 

QUESTION 5

You are the CISO of a commercial social media organization. The leadership wants to rapidly create new methods of
sharing customer data through creative linkages with mobile devices. You have voiced concern about privacy
regulations but the velocity of the business is given priority. 

Which of the following BEST describes this organization? 

A. Risk conditional 

B. Risk minimal 

C. Risk tolerant 

D. Risk averse 

Correct Answer: C 
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