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QUESTION 1

When a critical vulnerability has been discovered on production systems and needs to be fixed immediately, what is the
BEST approach for a CISO to mitigate the vulnerability under tight budget constraints?

A. Schedule an emergency meeting and request the finding to fix the issue

B. Take the system off line until budget is available

C. Transfer financial resources from other critical programs

D. Deploy countermeasures and compensation controls until the budget is available

Correct Answer: D

QUESTION 2

The ability to demand the implementation and management of security controls on third parties providing services to an
organization is

A. Disaster recovery

B. Security Governance

C. Vendor management

D. Compliance management

Correct Answer: C

QUESTION 3

Which of the following is true regarding expenditures?

A. Capital expenditures are never taxable

B. Operating expenditures are for acquiring assets, capital expenditures are for support costs of that asset

C. Capital expenditures are used to define depreciation tables of intangible assets

D. Capital expenditures are for acquiring assets, whereas operating expenditures are for support costs of that asset

Correct Answer: D

QUESTION 4
Which of the following is the MOST important reason for performing assessments of the security portfolio?

A. To assure that the portfolio is aligned to the needs of the broader organization
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B. To create executive support of the portfolio
C. To discover new technologies and processes for implementation within the portfolio
D. To provide independent 3rd party reviews of security effectiveness

Correct Answer: A

QUESTION 5

An organization information security policy serves to

A. define security configurations for systems

B. establish budgetary input in order to meet compliance requirements
C. establish acceptable systems and user behavior

D. define relationships with external law enforcement agencies

E. None

Correct Answer: C
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