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QUESTION 1

Which type of vulnerability can occur when a developer exposes a reference to an internal implementation object, such
as a file, directory, database record, or key, as a URL or form parameter?

A. Cross-site Scripting

B. Insecure Direct Object Reference
C. Injection Flaw

D. Cross Site Request Forgery

Correct Answer: B

QUESTION 2

After scanning your site with AppScan, you notice that your password was changed to 234. What most likely
happened?

A. One of theAppScan tests hacked your account and changed the password.
B. AppScan followed the Reset Password link.

C. AppScan submitted the change password form.

D. Your system admin changed your password during the scan.

Correct Answer: C

QUESTION 3

An AppScan test successfully embedded the following lines in an HTTP response header (in bold): HTTP/1.1 200 OK
Content-Length: 5710

Connection: close Date: Wed, 07 May 2008 19:36:28 GMT

Server: Microsoft-11S/6.0 X-Powered-By: ASP.NET X-AspNet-Version: 2.0.50727

Set-Cookie: lang=Foobar AppScanHeader: AppScanValue/1.2-3 SecondAppScanHeader: whatever; path=/
Cache-Control: private Content-Type: text/html; charset=utf-8

Which type of vulnerability does this indicate?

A. Cross-site Scripting

B. XPath Injection

C. HTTP Response Splitting
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D. SQL Injection

Correct Answer: C

QUESTION 4

After 30 minutes your scan stops with an out-of-session error. What is a possible cause of this error?
A. Redundant path limit was too low.

B. A parameter was not tracked.

C. Flash parsing was turned off.

D. Platform authentication was not configured.

Correct Answer: B

QUESTION 5

AppScan sent the following test HTTP request:

GET /web/content/index.php?file=/../../..1..1..I..l..]..letc/passwd%00 HTTP/1.0

Cookie:

JSESSIONID=dqtOLSnfhdVyTIKCWTWILQQSKTTGYX9D79tLLpT1yLQjVhSpZKP9!914376523; customerLanguage=en
Accept: */*

Accept-Language: en-US

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32)

Host: www.ibm.com

Although, there is no indication in the response about the existence of a password file, AppScan reported vulnerability
with the following reasoning:

Global Validation found an embedded script in the response (alert(25053)), which was probably injected by a previous
test.

The presence of this script in the site suggests that the application is vulnerable to which type of attack?
A. Stored Cross-site Scripting

B. Cross-site Scripting

C. Namazu Path Traversal

D. Directory Listing
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Correct Answer: A
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