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QUESTION 1

How does an attacker exploit Web application vulnerabilities?

A. by hacking the firewall

B. by installing viruses on a usermachineby installing viruses on a user? machine
C. by sending malicious HTTP requests

D. by sniffing the traffic between a user and the Web server

Correct Answer: C

QUESTION 2

Which three actions should you take if your application requires form-based authentication? (Choose three.)
A. record a login sequence

B. configure platform authentication

C. configure client-side certificates

D. ensure that in-session detection is enabled and properly configured

E. ensure that all session tokens are being tracked

F. reduce the number of threads to one

Correct Answer: ADE

QUESTION 3

Which type of vulnerability can occur when a developer exposes a reference to an internal implementation object, such
as a file, directory, database record, or key, as a URL or form parameter?

A. Cross-site Scripting

B. Insecure Direct Object Reference
C. Injection Flaw

D. Cross Site Request Forgery

Correct Answer: B

QUESTION 4
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What information does difference displayed in the Request / Response tab provide?
A. the difference between two tests

B. how the vulnerability was resolved

C. howAppScan constructed the test HTTP request

D. how the Web application page has been modified from its previous version

Correct Answer: C

QUESTION 5

In the AppScan Application Data view, what can help you determine if your application was fully explored? (Choose
two.)

A. Visited URLs
B. JavaScripts
C. Cookies

D. Broken links

Correct Answer: AD
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