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QUESTION 1

You are scanning a Web application in a pre-production environment. During your initial assessment, you notice that
some of the links are specified by IP and some by host name. Your starting URL contains an IP address,
http://12.34.56.67/ default.jsp. When the scan completes, you discover that it has not covered a significant portion of
your Web application. What could be the reason?

A. The host name is not added to the list of additional domains and servers.

B. The scan is configured to use only one connection.

C. There is no route to IP 12.34.56.67.

D. You are not licensed to scan IP 12.34.56.67.

Correct Answer: A

QUESTION 2

You notice that when you run your scan, your login account gets locked out. How can you resolve the issue?
A. disables tests on your login and logout pages

B. disable JavaScript execute

C. reduce the number of threads

D. increase the timeout limit

Correct Answer: A

QUESTION 3
HTTP request 1: 1234 and \\'foobar\\'=\\'foobar\\' HTTP request 2: 1234 and \\'boofar\\'=\\'foobar\\'
HTTP request 3: 1234 or \\'barfoo\\'=\\'foobar\\

Upon reviewing the three responses, you notice that response 1 and response 3 are identical and response 2 only
differs in the fact that the date and time on the page changed (i.e. 23:59 Dec 31, 2008 to 00:01 Jan 1, 2009).

What do you conclude from this information?

A. This is a false positive.

B. This is an actual vulnerability.

C. No conclusions can be made, given the information provided.
D. AppScan failed to log in.

Correct Answer: A
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QUESTION 4

Where can you find details about a test AppScan executed during a scan?
A. in the Application Data view

B. in the Request/Response view

C. in the Original HTTP Traffic view

D. in the Fix Recommendation view

Correct Answer: B

QUESTION 5

In which three areas does AppScan test for vulnerabilities?

A. the network layer, the web application, the web server

B. the operating system, the web application platform, the database
C. the web application, the web server, the web application platform
D. the web application platform, the network layer, the web server

Correct Answer: C
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