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QUESTION 1

AppScan sent the following test HTTP request: 

GET /web/content/index.php?file=/../../../../../../../../etc/passwd%00 HTTP/1.0 

Cookie: 

JSESSIONID=dqt0LSnfhdVyTJkCwTwfLQQSkTTGYX9D79tLLpT1yLQjVhSpZKP9!914376523; customerLanguage=en 

Accept: */* 

Accept-Language: en-US 

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32) 

Host: www.ibm.com 

Although, there is no indication in the response about the existence of a password file, AppScan reported vulnerability
with the following reasoning: 

Global Validation found an embedded script in the response (alert(25053)), which was probably injected by a previous
test. 

The presence of this script in the site suggests that the application is vulnerable to which type of attack? 

A. Stored Cross-site Scripting 

B. Cross-site Scripting 

C. Namazu Path Traversal 

D. Directory Listing 

Correct Answer: A 

 

 

QUESTION 2

Where can you find details about a test AppScan executed during a scan? 

A. in the Application Data view 

B. in the Request/Response view 

C. in the Original HTTP Traffic view 

D. in the Fix Recommendation view 

Correct Answer: B 
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QUESTION 3

Your site contains the following URL: 

http://www.mycompany.com/smb/default.jsp?page=wireless 

In this URL, the Page parameter defines a unique page. 

How would you configure AppScan to fully explore this site? 

A. turn off Redundant Path limit 

B. ensure JavaScript Execute is turned on 

C. ignore the Page parameter 

D. track the Page parameter 

Correct Answer: A 

 

 

QUESTION 4

Why is it important to encrypt the HTTP traffic for an authenticated connection between a client and Web server? 

A. to prevent SQL injection 

B. to prevent sensitive information from being stolen 

C. to prevent Cross-site Scripting 

D. to prevent Web site defacement 

Correct Answer: B 

 

 

QUESTION 5

To construct a test, AppScan changed an HTTP request by removing the File CFileand First_name parameters and
changing the value of the Email_address mail_address parameter to ">alert(23443)"> Which type of vulnerability is
AppScan testing for? 

A. SQL Injection 

B. XPath Injection 

C. Cross-site Scripting 

D. Possible Server Path Disclosure Found 

Correct Answer: C 
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