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QUESTION 1

Steven has been given the task of designing a computer forensics lab for the company he works for. He has found
documentation on all aspects of how to design a lab except the number of exits needed. How many exits should Steven
include in his design for the computer forensics lab? 

A. Three 

B. One 

C. Two 

D. Four 

Correct Answer: B 

 

QUESTION 2

The status of the network interface cards (NICs) connected to a system gives information about whether the system is
connected to a wireless access point and what IP address is being used. Which command displays the network
configuration of the NICs on the system? 

A. ipconfig /all 

B. netstat 

C. net session 

D. tasklist 

Correct Answer: A 

 

QUESTION 3

You are contracted to work as a computer forensics investigator for a regional bank that has four 30 TB storage area
networks that store customer data. What method would be most efficient for you to acquire digital evidence from this
network? 

A. Make a bit-stream disk-to-disk file 

B. Make a bit-stream disk-to-image file 

C. Create a sparse data copy of a folder or file 

D. Create a compressed copy of the file with DoubleSpace 

Correct Answer: C 

 

QUESTION 4
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You are the network administrator for a small bank in Dallas, Texas. To ensure network security, you enact a security
policy that requires all users to have 14 character passwords. After giving your users 2 weeks notice, you change the
Group Policy to force 14 character passwords. A week later you dump the SAM database from the standalone server
and run a password-cracking tool against it. Over 99% of the passwords are broken within an hour. Why were these
passwords cracked so Quickly? 

A. Passwords of 14 characters or less are broken up into two 7-character hashes 

B. A password Group Policy change takes at least 3 weeks to completely replicate throughout a network 

C. Networks using Active Directory never use SAM databases so the SAM database pulled was empty 

D. The passwords that were cracked are local accounts on the Domain Controller 

Correct Answer: A 

 

QUESTION 5

Simon is a former employee of Trinitron XML Inc. He feels he was wrongly terminated and wants to hack into his former
company\\'s network. Since Simon remembers some of the server names, he attempts to run the axfr and ixfr
commands using DIG. What is Simon trying to accomplish here? 

A. Send DOS commands to crash the DNS servers 

B. Perform DNS poisoning 

C. Enumerate all the users in the domain 

D. Perform a zone transfer 

Correct Answer: D 

EC1-349 PDF Dumps EC1-349 Practice Test EC1-349 Study Guide

Powered by TCPDF (www.tcpdf.org)

EC1-349 PDF Dumps | EC1-349 Practice Test | EC1-349 Study Guide                                3 / 3

https://www.pass2lead.com/ec1-349.html
https://www.pass2lead.com/ec1-349.html
https://www.pass2lead.com/ec1-349.html
http://www.tcpdf.org
https://www.pass2lead.com/ec1-349.html
https://www.pass2lead.com/ec1-349.html
https://www.pass2lead.com/ec1-349.html

