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QUESTION 1

Which of the following products can be installed on a computer running Windows XP to provide personal firewall
protection, antivirus protection, web and mail filtering, spam filtering, and VPN functionality?

A. FortiGate

B. FortiAnalyzer
C. FortiClient

D. FortiManager
E. FortiReporter

Correct Answer: C

QUESTION 2

Which statement is correct regarding virus scanning on a FortiGate unit?
A. Virus scanning is enabled by default.

B. Fortinet Customer Support enables virus scanning remotely for you.

C. Virus scanning must be enabled in a protection profile and the protection profile must be as- signed to a firewall
policy.

D. Enabling virus scanning in a protection profile enables virus scanning for all traffic flowing through the FortiGate.

Correct Answer: C

QUESTION 3

Which of the following statements best describes the green status indicators that appear next to different FortiGuard
Distribution Network services as illustrated in the exhibit?
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FortiGuard Distribution Network

Support Contract

A ailability Yalid Contract Fortios 2.000 (Expires 2009-03-11) @
FortiGuard Subscription Services

Antivirus Yalid License (Expires 2009-03-11)

A4 Definttions 0.006 (Updated z000-00-12 wiz Manua! Update) [Update]

Extended set 9,004 (Updated z008-04-22 vz Manual Uodate)

Intrusion Protection Yalid License (Expires 2009-03-11) @

IPS Definitions 2506 (Updated Z008-05-27 w3 Manual Update) [Update]

Web Filterirg Walid License (Expires 2009-03-11) ]

AntiSpam Walid License (Expires 2009-03-11) (]

Management Service Unreachable [Update] x|

Analysis Service Expired [Renew] [Update] o

P AntiVirus and IPS Options
b Web Filtering and AntiSpam Options

P Management and Analysis Service Options

(L Apply )

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Net- work.

B. They indicate that the FortiGate unit has the latest updates that are available from the Forti- Guard Distribution
Network.

C. They indicate that updates are available and should be downloaded from the FortiGuard Dis- tribution Network to the
FortiGate unit.

D. They indicate that the FortiGate unit is in the process of downloading updates from the Forti- Guard Distribution
Network.

Correct Answer: A

QUESTION 4

Which of the following methods can be used to access the CLI? (Select all that apply.)
A. By using a direct connection to a serial console.

B. By using the CLI console window in Web Config.

C. By using an SSH connection.
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D. By using a Telnet connection.

Correct Answer: ABCD

QUESTION 5

In an IPSec gateway-to-gateway configuration, two FortiGate units create a VPN tunnel between two separate private
networks.

Which of the following configuration steps must be performed on both FortiGate units to support this configuration?
(Select all that apply.)

A. Create firewall policies to control traffic between the IP source and destination address.

B. Configure the appropriate user groups on the FortiGate units to allow users access to the IPSec VPN connection.
C. Set the operating mode of the FortiGate unit to IPSec VPN mode.

D. Define the Phase 2 parameters that the FortiGate unit needs to create a VPN tunnel with the remote peer.

E. Define the Phase 1 parameters that the FortiGate unit needs to authenticate the remote peers.

Correct Answer: ADE
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