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QUESTION 1

A FortiAnalyzer device could use which security method to secure the transfer of log data from FortiGate devices?
A. SSL

B. IPSec

C. direct serial connection

D. SIMIME

Correct Answer: B

QUESTION 2

Which of the following regular expression patterns will make the terms "confidential data" case insensitive?
A. \[confidential data]

B. /confidential data/i

C. i/confidential data/

D. "confidential data"

E. /confidential data/c

Correct Answer: B

QUESTION 3

Which statement is correct regarding virus scanning on a FortiGate unit?
A. Virus scanning is enabled by default.

B. Fortinet Customer Support enables virus scanning remotely for you.

C. Virus scanning must be enabled in a protection profile and the protection profile must be as- signed to a firewall
policy.

D. Enabling virus scanning in a protection profile enables virus scanning for all traffic flowing through the FortiGate.

Correct Answer: C
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QUESTION 4

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A:

Edit Anti¥irus Profile

NEE Sh-incoming

Curnerils |Write I comment.., Ui

Inspection Mode * Proxy  Flow-based
[T Inspect Suspicious Files with FortiGuard Analytics &

Weh

HTTP O ob

Email

SMTRP 0

FOR3

MaP 99

MAPI

File Transfer o
FTP Q

1M

I3, vahoo, MSHN Messenger

| Apply

Exhibit B:
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View Email Filter Profile

Mamz |EF-incaming

Comments [Wisite 2 camment.., 07255
Inspzction Maode & Proxy € Flow-based

[¥ Enable Spam Detection and Filtering d

Sparn Action Tagged ¥ Tagged I Discard
Tag Location ISubject -] 00 [subject =] | cubiject
Tag Format |5pam V |5pam ISpam

P FortiGuard Spam Filkaring b

P Local Spam Filtering 09
Q | Return

What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected.

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 5

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated?

A. The remote user\\'s virtual IP address.
B. The FortiGate unit\\'s internal IP address.
C. The remote user\\'s public IP address.

D. The FortiGate unit\\'s external IP address.
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Correct Answer: B
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