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QUESTION 1

Which of the following statements are true regarding Local User Authentication? (Select all that apply.) 

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit. 

B. Two-factor authentication can be enabled on a per user basis. 

C. Administrators can create an account for the user locally and specify the remote server to verify the password. 

D. Local users are for administration accounts only and cannot be used for identity policies. 

Correct Answer: ABC 

 

 

QUESTION 2

Which of the following methods can be used to access the CLI? (Select all that apply.) 

A. By using a direct connection to a serial console. 

B. By using the CLI console window in Web Config. 

C. By using an SSH connection. 

D. By using a Telnet connection. 

Correct Answer: ABCD 

 

QUESTION 3

The FortiGate unit can be configured to allow authentication to a RADIUS server. The RADIUS server can use several
different authentication protocols during the authentication process. Which of the following are valid authentication
protocols that can be used when a user authentic- ates to the RADIUS server? (Select all that apply.) 

A. MS-CHAP-V2 (Microsoft Challenge-Handshake Authentication Protocol v2) 

B. PAP (Password Authentication Protocol) 

C. CHAP (Challenge-Handshake Authentication Protocol) 

D. MS-CHAP (Microsoft Challenge-Handshake Authentication Protocol v1) 

E. FAP (FortiGate Authentication Protocol) 

Correct Answer: ABCD  

 

QUESTION 4
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An end user logs into the full-access SSL VPN portal and selects the Tunnel Mode option by clicking on the "Connect"
button. The administrator has enabled split tunneling. 

Given that the user authenticates against the SSL VPN policy shown in the image below, which statement below
identifies the route that is added to the client\\'s routing table. 

A. A route to destination matching the `WIN2K3\\' address object. 

B. A route to the destination matching the `all\\' address object. 

C. A default route. 

D. No route is added. 

Correct Answer: A 

 

 

QUESTION 5

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A: 
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Exhibit B: 

What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine? 

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
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that the original attachment was infected. 

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message. 

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed. 

D. The FortiGate unit will reject the infected email and notify the sender. 

Correct Answer: B 
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