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QUESTION 1

A FortiGate 60 unit is configured for your small office. The DMZ interface is connected to a net- work containing a web
server and email server. The Internal interface is connected to a network containing 10 user workstations and the WAN1
interface is connected to your ISP.

You want to configure firewall policies so that your users can send and receive email messages to the email server on
the DMZ network. You also want the email server to be able to retrieve email messages from an email server hosted by
your ISP using the POP3 protocol.

Which policies must be created for this communication? (Select all that apply.)

A. Internal > DMZ

B. DMZ > Internal

C. Internal > WAN1

D. WANL1 > Internal

E. DMZ > WAN1

F. WAN1 > DMZ

Correct Answer: AE

QUESTION 2

The FortiGate Web Config provides a link to update the firmware in the System > Status win- dow. Clicking this link will
perform which of the following actions?

A. It will connect to the Fortinet support site where the appropriate firmware version can be se- lected.

B. It will send a request to the FortiGuard Distribution Network so that the appropriate firmware version can be pushed
down to the FortiGate unit.

C. It will present a prompt to allow browsing to the location of the firmware file.

D. It will automatically connect to the Fortinet support site to download the most recent firmware version for the
FortiGate unit.

Correct Answer: C

QUESTION 3

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A:
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View Email Filter Profile
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
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that the original attachment was infected.
B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 4

Which of the following are valid authentication user group types on a FortiGate unit? (Select all that apply.)
A. Firewall

B. Directory Service

C. Local

D. LDAP

E. PKI

Correct Answer:. AB

QUESTION 5

A FortiGate unit can provide which of the following capabilities? (Select all that apply.)
A. Email filtering

B. Firewall

C. VPN gateway

D. Mail relay

E. Mail server

Correct Answer: ABC
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