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QUESTION 1

What advantages are there in using a fully Meshed IPSec VPN configuration instead of a hub and spoke set of IPSec
tunnels? 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a full mesh topology simplifies configuration. 

C. Using a full mesh topology provides stronger encryption. 

D. Full mesh topology is the most fault-tolerant configuration. 

Correct Answer: D 

 

QUESTION 2

Examine the Exhibit shown below; then answer the question following it. 

In this scenario, the Fortigate unit in Ottawa has the following routing table: S* 0.0.0.0/0 [10/0] via 172.20.170.254, port2
C 172.20.167.0/24 is directly connected, port1 C 172.20.170.0/24 is directly connected, port2 

Sniffer tests show that packets sent from the Source IP address 172.20.168.2 to the Destination IP address
172.20.169.2 are being dropped by the FortiGate unit located in Ottawa. Which of the following correctly describes the
cause for the dropped packets? 

A. The forward policy check. 

B. The reverse path forwarding check. 

C. The subnet 172.20.169.0/24 is NOT in the Ottawa FortiGate unit\\'s routing table. 

D. The destination workstation 172.20.169.2 does NOT have the subnet 172.20.168.0/24 in its routing table. 

Correct Answer: B 
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QUESTION 3

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit. 

Based on the output from this command, which of the following statements is correct? 

A. This is a UDP session. 

B. Traffic shaping is being applied to this session. 

C. This is an ICMP session. 

D. This traffic has been authenticated. 

E. This session matches a firewall policy with ID 5. 

Correct Answer: B 

 

QUESTION 4

In the Tunnel Mode widget of the web portal, the administrator has configured an IP Pool and enabled split tunneling. 
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Which of the following statements is true about the IP address used by the SSL VPN client? 

A. The IP pool specified in the SSL-VPN Tunnel Mode Widget Options will override the IP address range defined in the
SSL-VPN Settings. 

B. Because split tunneling is enabled, no IP address needs to be assigned for the SSL VPN tunnel to be established. 

C. The IP address range specified in SSL-VPN Settings will override the IP address range in the SSL-VPN Tunnel Mode
Widget Options. 

Correct Answer: A 

 

QUESTION 5

Identify the statement which correctly describes the output of the following command: 

diagnose ips anomaly list 

A. Lists the configured DoS policy. 

B. List the real-time counters for the configured DoS policy. 

C. Lists the errors captured when compiling the DoS policy. 

Correct Answer: B 
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