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QUESTION 1

A network administrator needs to implement dynamic route redundancy between a FortiGate unit located in a remote
office and a FortiGate unit located in the central office.

The remote office accesses central resources using IPSec VPN tunnels through two different Internet providers.

What is the best method for allowing the remote office access to the resources through the FortiGate unit used at the
central office?

A. Use two or more route-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces.
B. Use two or more policy-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces.

C. Use route-based VPNSs on the central office FortiGate unit to advertise routes with a dynamic routing protocol and
use a policy-based VPN on the remote office with two or more static default routes.

D. Dynamic routing protocols cannot be used over IPSec VPN tunnels.

Correct Answer: A

QUESTION 2

Which of the following DLP actions will always be performed if it is selected?
A. Archive

B. Quarantine Interface

C. Ban Sender

D. Block

E. None

F. Ban

G. Quarantine IP Address

Correct Answer: A

QUESTION 3

With FSSO, a domain user could authenticate either against the domain controller running the Collector Agent and
Domain Controller Agent, or a domain controller running only the Domain Controller Agent.

If you attempt to authenticate with the Secondary Domain Controller running only the Domain Controller Agent, which of
the following statements are correct? (Select all that apply.)

A. The login event is sent to the Collector Agent.
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B. The FortiGate unit receives the user information from the Domain Controller Agent of the Secondary Controller.
C. The Collector Agent performs the DNS lookup for the authenticated client\\'s IP address.

D. The user cannot be authenticated with the FortiGate device in this manner because each Domain Controller Agent
requires a dedicated Collector Agent.

Correct Answer: AC

QUESTION 4

A FortiGate administrator configures a Virtual Domain (VDOM) for a new customer. After creating the VDOM, the
administrator is unable to reassign the dmz interface to the new VDOM as the option is greyed out in Web Config in the
management VDOM.

What would be a possible cause for this problem?

A. The dmz interface is referenced in the configuration of another VDOM.

B. The administrator does not have the proper permissions to reassign the dmz interface.

C. Non-management VDOMSs can not reference physical interfaces.

D. The dmz interface is in PPPoE or DHCP mode.

E. Reassigning an interface to a different VDOM can only be done through the CLI.

Correct Answer: A

QUESTION 5
The following diagnostic output is displayed in the CLI:
diag firewall auth list

policy iD. 9, srC. 192.168.3.168, action: accept, timeout: 13427 user: forticlient_chk_only, group: flag (80020): auth
timeout_ext, flag2 (40): exact group iD. 0, av group: 0 ----- 1 listed, O filtered -----

Based on this output, which of the following statements is correct?

A. Firewall policy 9 has endpoint compliance enabled but not firewall authentication.

B. The client check that is part of an SSL VPN connection attempt failed.

C. This user has been associated with a guest profile as evidenced by the group id of 0.
D. An auth-keepalive value has been enabled.

Correct Answer: A
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