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QUESTION 1
Which of the following statements about the HKEY_LOCAL_MACHINE registry hive is true?
A. It contains the user profile for the user who is currently logged on to the computer.

B. It contains information about the local computer system, including hardware and operating system data, such as bus
type, system memory, device drivers, and startup control parameters.

C. It contains configuration data for the current hardware profile.

D. It contains data that associates file types with programs and configuration data for COM objects, Visual Basic
programs, or other automation.

Correct Answer: B

QUESTION 2

Which of the following tables is formed by NTFS file system to keep the track of files, to store metadata, and their
location?

A. The Master File Table

B. The System File Table

C. The Master Allocation Table
D. The File Allocation Table

Correct Answer: A

QUESTION 3

A customer comes to you stating that his hard drive has crashed. He had backed up the hard drive, but some files on it
were encrypted with Windows Encrypted File System (EFS). What do you need to do to be able to give him access to
those restored encrypted files?

A. Nothing, they are unrecoverable.

B. You need the encryption key. If that was not saved/backed up, then there is no chance of recovery.

C. Nothing, when you restore, he will have access.

D. You need to make sure that when you restore, you give the new machine the same user account so that he can open
the encrypted files.

Correct Answer: B
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QUESTION 4

By gaining full control of router, hackers often acquire full control of the network. Which of the following methods are
commonly used to attack Routers?

Each correct answer represents a complete solution. Choose all that apply.
A. By launching Social Engineering attack

B. By launching Max Age attack

C. Route table poisoning

D. By launching Sequence++ attack

Correct Answer: BCD

QUESTION 5

You are the Security Consultant and have been contacted by a client regarding their encryption and hashing algorithms.
Their in-house network administrator tells you that their current hashing algorithm is an older one with known
weaknesses and is not collision resistant. Which algorithm are they most likely using for hashing?

A. SHA

B. MD5

C. PKI

D. Kerberos

Correct Answer: B
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