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QUESTION 1

Which of the following types of cyber stalking damage the reputation of their victim and turn other people against them
by setting up their own Websites, blogs or user pages for this purpose?

A. False victimization

B. Encouraging others to harass the victim

C. False accusations

D. Attempts to gather information about the victim

Correct Answer: C

QUESTION 2

Which of the following is the initiative of United States Department of Justice, which provides state and local law
enforcement agencies the tools to prevent Internet crimes against children, and catches the distributors of child
pornography on the Internet?

A. Innocent Images National Initiative (1INI)

B. Internet Crimes Against Children (ICAC)

C. Project Safe Childhood (PSC)

D. Anti-Child Porn.org (ACPO)

Correct Answer: B

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He copies the whole structure of the We-are-secure Web site to the local disk and obtains all the files on
the Web site. Which of the following techniques is he using to accomplish his task?

A. Web ripping

B. TCP FTP proxy scanning

C. Fingerprinting

D. Eavesdropping

Correct Answer: A

QUESTION 4
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The incident response team has turned the evidence over to the forensic team. Now, it is the time to begin looking for
the ways to improve the incident response process for next time. What are the typical areas for improvement? Each
correct answer represents a complete solution. Choose all that apply.

A. Information dissemination policy

B. Additional personnel security controls

C. Incident response plan

D. Electronic monitoring statement

Correct Answer: ABCD

QUESTION 5

Adam works as a professional Computer Hacking Forensic Investigator. A project has been assigned to him by the chief
security officer of a cloth manufacturing company who suspects that one of the employees is selling the design of the
clothes outside the company. The security officer asked Adam to investigate the iPhone of the employee, as he
suspects that there might be some sensitive information stored in his iPhone. On investigation Adam found out that the
employee tries to destroy the evidence on his iPhone. He presses and holds the Home and Power buttons until the
device is forced into recovery mode. Which of the following actions occurred when iPhone is set into recovery mode?
A. iPhone will be prevented from booting temporarily.

B. The file system will be destroyed.

C. Nothing will happen.

D. Data will be destroyed.

Correct Answer: A
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