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QUESTION 1

A file extension and signature can be manually added by: 

A. Using the new library feature under hash libraries. 

B. Right-clicking on a file and selecting dd.? 

C. Using the new set feature under hash sets. 

D. Using the new file signature feature under file signatures. 

Correct Answer: D 

 

QUESTION 2

The MD5 hash algorithm produces a _____ number. 

A. 32 bit 

B. 256 bit 

C. 64 bit 

D. 128 bit 

Correct Answer: D 

 

QUESTION 3

The EnCase methodology dictates that the lab drive for evidence have a __________ prior to making an image. 

A. FAT 16 partition 

B. NTFS partition 

C. unique volume label 

D. bare, unused partition 

Correct Answer: C 

 

QUESTION 4

A sector on a hard drive contains how many bytes? 

A. 2048 

B. 4096 
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C. 1024 

D. 512 

Correct Answer: D 

 

QUESTION 5

The first sector on a volume is called the: 

A. Master file table 

B. Volume boot device 

C. Volume boot sector or record 

D. Master boot record 

Correct Answer: C 
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