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QUESTION 1

The FAT in the File Allocation Table file system keeps track of:
A. All of the above.

B. Every addressable cluster on the partition

C. Clusters marked as bad

D. File fragmentation

Correct Answer: A

QUESTION 2

Creating an image of a hard drive that was seized as evidence:

A. Should be done by the user, as they are most familiar with the hard drive.

B. May only be done by trained personnel because the process has the potential to alter the original evidence.
C. May be done by anyone because it is a relatively simple procedure.

D. May only be done by computer scientists.

Correct Answer: B

QUESTION 3

How does EnCase verify that the case information (Case Number, Evidence Number, Investigator Name, etc) in an
evidence file has not been damaged or changed, after the evidence file has been written?

A. The .case file writes a CRC value for the case information and verifies it when the case is opened.

B. EnCase does not verify the case information and case information can be changed by the user as it becomes
necessary.

C. EnCase writes a CRC value of the case information and verifies the CRC value when the evidence is added to a
case.

D. EnCase writes an MD5 hash value for the entire evidence file, which includes the case information, and verifies the
MD5 hash when the evidence is added to a case.

Correct Answer: C

QUESTION 4

In Unicode, one printed character is composed of A. 1
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B.8
C.4
D.2

Correct Answer: D

QUESTION 5

Which is the proper formula for determining the size in bytes of a hard drive that uses cylinders (C), heads (H), and
sectors (S) geometry?

A.CXHXS
B.CXHXS+512
C.CXH+S
D.CXHXS X512

Correct Answer: D
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