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QUESTION 1

Which of the following statements about the availability concept of Information security management is true?
A. It ensures that modifications are not made to data by unauthorized personnel or processes.

B. It determines actions and behaviors of a single individual within a system.

C. It ensures reliable and timely access to resources.

D. It ensures that unauthorized modifications are not made to data by authorized personnel or processes.

Correct Answer: C

QUESTION 2

Which of the following user authentications are supported by the SSH-1 protocol but not by the SSH-2 protocol? Each
correct answer represents a complete solution. Choose all that apply.

A. Password-based authentication
B. Rhosts (rsh-style) authentication
C. TIS authentication

D. Kerberos authentication

Correct Answer: BCD

QUESTION 3

Which of the following tools was developed by the FBI and is used for keystroke logging in order to capture encryption
keys and other information useful for deciphering transmissions?

A. Alchemy Remote Executor
B. Stealth Voice Recorder

C. KeyGhost USB keylogger
D. KeyGhost keylogger

E. Magic Lantern

Correct Answer: E

QUESTION 4

Which of the following defines the communication link between a Web server and Web applications?
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A. Firewall
B. IETF
C. CGI
D. PGP

Correct Answer: C

QUESTION 5

Which of the following statements about DES (Data Encryption Standard) is true?
A. Its most widely used symmetric encryption algorithm uses a 56-bit key.

B. Its most widely used symmetric encryption algorithm uses a 32-bit key.

C. Its most widely used symmetric encryption algorithm uses a 128-bit key.

D. Its most widely used symmetric encryption algorithm uses a 64-bit key.

Correct Answer: A
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