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The following chart is an example of which framework?

Authorized device inventory
Authorized software
Identify inventory
Governance program
Multi-factor authentication
Security awareness trairing
File encrypiion
Protect rYp .
Database encryption
SSL/TLS encryption
Host and Network IDS alerts
NetFlow monitorin
Detect : g
Firewall alerts
Incident handling
Respond Emergency call tree
Incident recovery
Recover Assurance testing
A. CSAGRC
B. NIST CSF
C. PICERL
D. ISO 27000
E. CIS CSC

Correct Answer: B
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QUESTION 2

Maria works as the Chief Security Officer for PassGuide Inc. She wants to send secret messages to the CEO of the
company. To secure these messages, she uses a technique of hiding a secret message within an ordinary message.
The technique provides \\'security through obscurity\\'. What technique is Maria using?

A. Public-key cryptography

B. Steganography

C. RSA algorithm

D. Encryption

Correct Answer: B

QUESTION 3

In Which of the following types of white box testing are the test cases designed based on data flow within the code?
A. Data flow testing

B. Control flow testing

C. Path testing

D. Branch testing

Correct Answer: A

QUESTION 4

Which of the following SIEM alerting behaviors indicates likely false positive activity?

A. An alert that has not been triggered for a year sending 2,000 alerts over a 24-hour period
B. An alert with a threshold that has never been triggered on the SIEM

C. An alert triggering over 1,500 times per weeks since it was first added to the SIEM

D. An alert triggered when an account logs in from more than one IP address at a time

Correct Answer: C

QUESTION 5

Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use the Steganographic file system
method to encrypt and hide some secret information. Which of the following disk spaces will he use to store this secret
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information?

Each correct answer represents a complete solution. Choose all that apply.
A. Hidden partition

B. Dumb space

C. Slack space

D. Unused sectors

Correct Answer: ACD
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