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QUESTION 1

Which of the following wireless standards uses a block encryption cipher rather than a stream cipher? 

A. WPA2-CCMP 

B. WPA 

C. WEP 

D. WPA2-TKIP 

Correct Answer: A 

Counter Cipher Mode with Block Chaining Message Authentication Code Protocol or CCMP (CCM mode Protocol) is an
encryption protocol designed for Wireless LAN products that implement the standards of the IEEE 802.11i amendment
to the original IEEE 802.11 standard. CCMP is an enhanced data cryptographic encapsulation mechanism designed for
data confidentiality and based upon the Counter Mode with CBC-MAC (CCM) of the AES standard. It was created to
address the vulnerabilities presented by WEP, a dated, insecure protocol. 

 

QUESTION 2

A corporate office recently had a security audit and the IT manager has decided to implement very strict security
standards. The following requirements are now in place for each employee logging into the network: Biometric
fingerprint scan Complex 12 character password 5 digit pin code authorization Randomized security question prompt
upon login Which of the following security setups does this company employ? 

A. Single factor authentication 

B. Three factor authentication 

C. Two factor authentication 

D. Single sign-on 

Correct Answer: C 

Explanation: According to proponents, two-factor authentication could drastically reduce the incidence of online identity
theft, phishing expeditions, and other online fraud, because the victim\\'s password would no longer be enough to give a
thief access to their information. 

 

QUESTION 3

Which of the following is being described when symbols are displayed on the side of the building and/or walking path, to
identify open hot-spots? 

A. Social engineering 

B. War chalking 

C. WPA cracking 
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D. Packet sniffing 

Correct Answer: B 

 

QUESTION 4

Which of the following can a technician use when installing a wireless network in a lounge to prevent inappropriate
website images? 

A. Content filter 

B. VPN concentrator 

C. Load balancer 

D. Proxy server 

Correct Answer: A 

 

QUESTION 5

Which of the following would be used to connect a singlemode fiber cable to a CAT6 connection? 

A. Media converter 

B. T1-crossover 

C. Multimode cable 

D. Coaxial 

Correct Answer: A 

Media converters support many different data communication protocols including Ethernet, Fast Ethernet, Gigabit
Ethernet, T1/E1/J1, DS3/E3, as well as multiple cabling types such as coax, twisted pair, multi-mode and single-mode
fiber optics. 
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