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QUESTION 1

The address 6FFE:FFFF:0000:2F3B:04AC:00FF:FEBE:5C4A is an example of which of the following? 

A. APIPA 

B. MAC 

C. IPv4 

D. IPv6 

Correct Answer: D 

 

QUESTION 2

A user reports intermittent network connectivity. Which of the following should a technician configure on the managed
switch to help troubleshoot this issue? 

A. SMTP 

B. SNTP 

C. SNMP 

D. SNAT 

Correct Answer: C 

SNMP, which is widely used in local area networks (LANs), lets you monitor network nodes from a management host.
You can monitor network devices such as servers, workstations, printers, routers, bridges, and hubs, as well as services
such as Dynamic Host Configuration Protocol (DHCP) or Windows Internet Name Service (WINS). 

 

QUESTION 3

A user is on a network with two upstream connections to the Internet and is experiencing intermittent issues while
connecting to websites. Some websites are available but others are not. Which of the following is the MOST likely cause
of the condition? 

A. Incorrect VLAN assignment 

B. Bad or missing routes 

C. Switching loop 

D. Wrong subnet mask 

Correct Answer: B 
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QUESTION 4

A system administrator is implementing an IDS on the database server to see who is trying to access the server. The
administrator relies on the software provider for what to detect. Which of the following would MOST likely be installed? 

A. Behavior based IDS 

B. Network based IDS 

C. Signature based IDS 

D. Honeypot 

Correct Answer: C 

Signature detection involves searching network traffic for a series of bytes or packet sequences known to be malicious.
A key advantage of this detection method is that signatures are easy to develop and understand if you know what
network behavior you\\'re trying to identify. 

 

QUESTION 5

Which of the following would be used in a firewall to block incoming TCP packets that are not from established
connections? 

A. Access control lists 

B. Port address translation 

C. Blocking unauthorized ports 

D. Stateful inspection 

Correct Answer: D 
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