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QUESTION 1

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them.

Select and Place:

Correct Answer:
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QUESTION 2

You have been tasked with designing a security plan for your company. Drag and drop the appropriate security controls
on the floor plan-Instructions: All objects must be used and all place holders must be filled Order does not matter When
you have completed the simulation, please select the Done button to submit.

Select and Place:
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Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab

Printer
el

- "

Office

Server

r

Servgr SETVQF

: et
S G S

Server Server

(&

Correct Answer:
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Security Gontrols

Biometric Reader

Proximity Badge

Cable Locks

&3 Reset Al

Employee laptop

Employee laptop

-

Employee laptop
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Floor Plan

Question

Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.

Unsupervised Lab

Printer

g
l“‘ﬁ"

5

Laptop

4 Cable Locks I

Laptop

Cable Locks I =

Laptop

i
sl

)

=g - e
Printer Laptop
Office
Prosiivily Basiges Workstation Server
Safe | } “'
—_—--- el e
Server

Locking C&%&ﬂs

i Biometric Reader

Server

N

Server

QUESTION 3

Security Gontrols

Locking Cabinets
Safe o
CCTV

Man Trap
Biometric Reader
Proximity Badge

Cable Locks

&3 Reset Al

Employee Iaptop

A—_—
@I

Bmmetnc %eader I

.

Employee laptop

g
! | Biometric Reader
| I

Employee laptop

| Biometric Reader I_

—

A
Ql

For each of the given items, select the appropriate authentication category from the dropdown choices. Instructions:
When you have completed the simulation, please select the Done button to submit.

Hot Area:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . ,_,.{{
Something you have ¢ /

Something you know
Something you are j_. ‘~

.--.

All given authentmqtmn categorles

= --'.-—fv—}
. | *

Hardware Token | _/_ E e
Sumetﬁlnq 1,,h::;u'l'lmﬂer
S-:tmle!}.hrhg you know
- Sm}}thmg you are

\_All given authentication categories

Password ‘. | v|

Something you have
Something you know
Something you are

All given authentication categories

PIN number _ vj

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan _ v

Something you have
Something you know
Something you are

All given authentication categories
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Correct Answer:
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Authentication Category

Instructions: When you have completed the simulation, Please Select the Done Button to Submit

Select the appropriate authentication type for the following items:

ltem Response

Retina scan | |

Something you have
Something you know
Something you are

All given authentication categories

Smart card . ﬂ N
Something you have m
Something you know (7.

Something youare .
B T
All given authenthq'tlrnnréategories
o,

Hardware Token e A b

Something you have
[ v
S.PWEifh:[hﬂ you know

mething you are

'-.:'-:--‘\."'- " N " N
- ~\'-~_;-.-_-ﬂll given authentication categories

Password QSO T -

Something you have
Something you know
Something you are

All given authentication categories

PIN humber : v|

Something you have
Something you know
Something you are

All given authentication categories

Fingerprint scan v

Something you have
Something you know
Something you are

All given authentication categories
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QUESTION 4

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Task: Corfigure the firevwall [fill out the tabik) to allow these four rules:

Configure the Firewall 1. Only aflow the Acoounting computer tohave HTTPS aooess bo the Administrative server.
2. Only allow the HR computsr to be able to communicate with the Server 2 System over SCP.
3. Allowthe IT computer to hawe access to both the Administrative Server 1 and Administrathie

Seruer 1

IT
IP: 10.4.255.10/23 IP: 10,4255 10/24 IP: 10.4.255 10/2%

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
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Source IP Destination IP _Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 Allow
10.4.255.10 10.4.255.2 22 Allow
10.4.255.10 10.4.255.101  Any Allow
10.4.255.10 10.4.255.102  Any Allow

Mote: All servers in the bottom have the same IP address, so something is wrong with this guestion.

QUESTION 5

A Security administrator wants to implement strong security on the company smart phones and terminal servers located
in the data center. Drag and Drop the applicable controls to each asset type. Instructions: Controls can be used multiple
times and not all placeholders needs to be filled. When you have completed the simulation, Please select Done to
submit.

Select and Place:

Controls Company Manager Data Center
Scerren Locks Smart Phone Terminal Server

e ———
N
N

Strong Password N B

o
s e,

{ & )

Device Encryption

- .
=
&

P
'-_\ . v
o

Remote Wipe . 1
GPS Tracking B2
Pop-up Blocker 'I"k. - -
Cable Locks \, )

Antivirus Fe X'

Host Based Firewall 288°
Proximity Reader K
Sniffer i

Mantor ap

Correct Answer:
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Controls

Company Manager
Smart Phone

Data Center
Terminal Server

E S lB
C™
Scerren Locks .”?3‘@ N Cable Locks
Antivirus

F
Strong Password "

; Lo
Device Encrypt%%%

Host Based Firewall

Remog@@:'
e

Shiffer

o )
?Eﬁjgt{acklng

Mantor ap

Proximity Reader

Pop-up Blocker
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