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QUESTION 1

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.

Select and Place:

Task: Drag the items on the left to show the different types of
Types of Security T;rw wmmm. Not il fields need to be filled, Not
4 m= b

GPS Tracking
Mantrap

Remote wipe
Strong Passwords
Cable lock
Biometrics
Proximity Badges
FM-200

. HVAC

10. Device Encryption
11. Antivirus

W00 L AN R W

Correct Answer:
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Task: Drag the items on the left to show the different types of
Types of Security T;rw wmmm. Not il fields need to be filled, Not
4 m= b

5. Cablelock
FM-200
9. HVAC - -
6. Biometrics
11. Antivirus 7. Proximity Badges
2. Mantrap
QUESTION 2

You are the security administrator. You need to determine the types of security. Drag the items “Types of Security” to
appropriate Security devices.
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Task: Corfigure the firewall [fill put the tabk] to allow these four rules:
Cﬂﬁfigure the Firewall only aflow the Accounting computer tohave HTTPS access to the Administrative server.
Oy aflow the HR computer to be able to communicate with the Server 2 System ower 5CP.
Allowe the IT computer to hawve acoess ta both the Administrative Server 1 and Administrative

Lerverd

Wb

HR Accounting IT Cther Department
IP: 10.4.255.10/23 IP: 10.4.255.10/24 IP; 10.4.255.10/25 IF; 10.4.255. 1025

Correct Answer: Use the following answer for this simulation task.

Explanation/Reference:
Source IP Destination IP_Port number TCP/UDP Allow Deny
10.4.255.10 10.4.255.101 443 TCP f Allow
10.4.255.10 10.4.255.2 22 TCP T Allow
10.4.255.10 10.4.255.101  Any Allow

10.4.255.10 10.4.255.102  Any Q Allow

>

Mote: All servers in the bottom have the same IP address, so something is wrong with this question.

z

QUESTION 3
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Select the appropriate attack from each drop down list to label the corresponding illustrated attack.

Instructions: Attacks may only be used once, and will disappear from drop down list if selected. When you have
completed the simulation, please select the Done button to submit.

Hot Area:
Question
Attacks

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

(% ¥dentified Attack
e ]
'SPEAR PUSHING
HOAX

Attack Vector

Attacker gains confidential

company information

Attacker posts link to

.
= fake AV software * q

PSR
-

VISHING
PHISHING
> -~ PHARMING
d set of victims -
SPEAR PUSHING
HOAX
VISHING

Targeted CEQ
and bna
®

Multiple S
social networks ; PHISHING
-------------------------------------------------------------- mmeesmssssesesan e m e en e nee =« PHARMING M ———
I k Phone-based victim | -
. SPEAR PUSHING

Attacker collecting
credit card details

HOAX
VISHING
PHISHING

Broad set of recipients =
SPEAR PUSHING
HOAX
VISHING

m PHISHING

.................. o wmmmwom DHARMING o

e SPEARPUSHING
* ? B 'H_H__’LEEII ERi—— HOAX
.l'—& Victims VISHING
PHISHING —
PHARMING ]
Correct Answer:
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Question

Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.

Attack Vector

Target ntified Attack

Attacker gains confidential
company information

&
-
B
-
- -

Attacker posts link to

i fake AV software *

Multiple - "
social networks % A

Attacker collecting
credit card details

resolution entries from legitimate

site to fraudulent site

'SPEAR PUSHING:—]
HOAX

VISHING

PHISHING

- PHARMING

SPEAR PUSHING
HOAX |
VISHING
PHISHING
-----PHARMING

Phone-based victim |
SPEAR PUSHING
HOAX.
VISHING |
PHISHING

Broad set of recipients
SPEAR PUSHING
HOAX
VISHING
[PHISHING |

b
Ly :'Eagiﬁmmm‘l

Victims

i Ji=
SPEAR PUSHING

HOAX

VISHING

PHISHING

Reset All

QUESTION 4
Determine the types of Attacks from right to specific action.

Select and Place:
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Task: Determine the types of attacks below by selecting an option
Types of attacks froem the dropdown st

_ Email sent te multiple users
- to a link to verify

username/pestword on

external site
Phone calls mede to CEQ of
‘ arERAirEtian BGnE far
a1 varigus financial data

Phonecall ismade to individual
stating thers was an IT issue,
and astad for the user’s
password ower the phone

0~ O OB W R

You're on a sacial medi
BN INSTANT MESTIgE

= ._ I Choose Attack Typa |

guertisne afs persanal ANturs,
which couldbe considered
typical password reset
QuEitians,

I Choose Attack Type I

Correct Answer:
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. Pharming
. Vishing

. Whaling

. X-Mas

. Spoofing

.Hoax

. Spam

. 3pim

10. Social Engineering
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Types of attacks
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Task: Determine the types of attacks below by selecting an option
froem the dropdown fist

_ Email sent te multiple users
- to a link to verify =

username/pestword on

1. Phishing .@ Pharming

and astad for the user's
password ower the phone f
/Fh

external site @]
Phone calls mede to CEQ of |
’ ArERA iRt an BGnE far E K MEE
varigus financial data
| 6. Spoofing
| 7.Hoax
= Phonecall ismade to individual
' stating thers was an IT issue, B ] S pam

Afriand/collague asks you
FuerEisne sfs peresnsl Atut,
which couldbe considered
typical password reset
guestions,

10. Social Engineering

QUESTION 5

For each of the given items, select the appropriate authentication category from the drop down choices. Select the

appropriate authentication type for the following items:

Hot Area:
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ltern Response

Fingerprint scan L_.'

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Hardware token F

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication

Smart card =

Biometric auther{hcatlan
One Time IPdsswurd
Multl-factuj'

PAP «a;ithéntlcatmn

_ _PAPJ authentlcatmn

,:'Blnmatrlc authentication

=

Password

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication
Biometric authentication

PIN number I n

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAFP authentication
Biometric authentication

Retina Scan

Biometric authentication

One Time Password
Multi-factor

PAFP authentication
PAP authentication

Biometric authentication
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Correct Answer:
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ltem

Fingerprint scan

Hardware token

Smart card

Password

PIN number

Retina Scan
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Response

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication

Biometric authentication

Biometric authehtication
One Time .-ﬁ%ﬁnrd
Multi-f

PAP @gﬁﬁbntication

_ _Jf!ﬁiﬁ'fﬁﬂthentication

" d
Biometric authentication

i |

Biometric authentication

One Time Password
Multi-factor

PAF authentication
PAP authentication
Biometric authentication

Biometric authentication

One Time Password
Multi-factor
PAP authentication

PAP authentication
Biometric authentication

-

Biometric authentication

One Time Password
Multi-factor

PAP authentication
PAP authentication
Biometric authentication
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